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Abstract

The Third Offset strategy is the Department of Defense’s effort to develop future
technical capabilities to ensure that it maintains its military advantage. However, it may
engender two distinct, yet compounding, moral hazards. The first moral hazard
considered originates from the Third Offset’s technical focus. The Third Offset aims to
reduce risks by increasing the effectiveness of weapons that remove the human
warfighter from the battlefield. By distancing the human from conflict, this technology
lowers not only the costs and risks associated with fighting, but the political “bar” to
initiating hostilities as well. As a result, the U.S. government could inadvertently set
conditions for an increase in international conflict. The second moral hazard results from
the overt nature of the Third Offset’s development. The unconcealed approach and
design of the Third Offset raises the likelihood that American investments in defense
modernization will inadvertently subsidize similar foreign efforts through espionage and
foreign material exploitation of U.S. technological designs. These moral hazards, taken
together could create a situation where U.S. defense efforts will inadvertently decrease
global stability and national security.

The Third Offset, Remotely Piloted Systems, and Moral Hazards
The Third Offset strategy is the U.S. Department of Defense’s (DoD’s) effort to
develop future technical capabilities to ensure that it maintains its military advantage.
This strategy includes developing advanced remotely piloted systems (RPSs),
autonomous systems, and artificial intelligence. Given that the Third Offset is a
necessary endeavor, its technical focus and developmental approach may engender
two distinct, yet compounding, moral hazards, which occur in situations where “greater
risks are taken by individuals who are able to avoid shouldering the cost associated with
these risks.”1
The first moral hazard considered originates from the Third Offset’s technical
focus. The Third Offset aims to reduce risks by increasing the effectiveness of weapons
that remove the human warfighter from the battlefield. By distancing the human from
conflict, this technology lowers not only the costs and risks associated with fighting, but
the political “bar” to initiating hostilities as well. As a result, the U.S. government could
inadvertently set conditions for an increase in international conflict. Moreover, these
offset technologies are derivatives from mature, commercial technologies and as such
can be readily militarized and proliferated by other powers.
The second moral hazard results from the overt nature of the Third Offset’s
development. The unconcealed approach and design of the Third Offset, which
distinguishes itself from previous offsets, raises the likelihood that American
investments in defense modernization will inadvertently subsidize similar foreign efforts
through espionage and foreign material exploitation of U.S. technological designs.
These moral hazards, taken together could create a situation where U.S. defense
efforts will inadvertently decrease global stability and national security.

Maintaining Overmatch Capabilities
After nearly two decades of the U.S.’s military engagements in the Middle East
and Afghanistan, the world witnessed the awesome firepower, technology, techniques,
and tactics that the U.S. can bring to the battlefield. Given the demonstrated abilities of
the U.S. forces, near peer competitors such as the People's Republic of China and the
Russian Federation modernized their military forces to achieve or exceed parity with the
U.S. in key capabilities. As near peers modernized, the U.S. focused on operations and
sustainment instead of maintaining its technological edge of major combat systems.
Underscoring this point, on September 3, 2014 at the Reagan National Defense Forum,
Secretary of Defense Chuck Hagel described the military’s need to invest in a leap
forward to the next set of technologies and processes to ensure the U.S. retains its
competitive military advantage.2 He described this technological edge as a way to offset
the capabilities of near-peer competitors. This offset would avoid the costs of
maintaining numerical parity of service members or weapons systems with a peer
nation.
Seeking a historical context, Secretary Hagel labelled the U.S.’s planned
employment of nuclear weaponry under President Eisenhower's “New Look Strategy” in
the early 1950’s, as the First Offset. The Second Offset was the development of stealth
technology, precision guided munitions, and networked capabilities. As Secretary Hagel
described it, the Third Offset will span the gamut of fields such as “robotics,
autonomous operating guidance and control systems, visualization, biotechnology,
miniaturization, advanced computing and big data, and additive manufacturing like 3D
printing.”3 These offset technologies will enhance a broad range of future capabilities, to
include RPSs, and further reduce operational risks.
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RPSs – Air, Sea, and Land
The desire to reduce military operational risk by a RPS is not new. In 1849, the
Austrian Army, under the command of Franz von Uchatius, used unmanned balloons
with remotely activated bombs during the siege of Venice.4 Since that time, the
technology has significantly advanced. Today, service members located safely at
locations such as Creech Air Force Base in Nevada, are piloting armed Reaper aircraft
that are flying in Africa, Europe, and the Middle East.5 While RPSs that operate in the
air domain are in the public eye, there are also RPSs that operate in the maritime and
land domains.
Since the 1970’s, the U.S. Navy has been using unmanned systems for training
and underwater mapping purposes.6 In 2015, the Navy publicly announced its first
operational use of an unmanned undersea vehicle (UUV), in which a submarine
successfully launched and recovered.7 The U.S. Army has also been investing in RPSs.
Over the past decade, the Army invested in “more than 7,000 … items such as Talon
IV, Packbot 510 FASTAC, SUGV 310 mini-EOD, Dragon Runner and First Look.”8 The
majority of the Army’s initial RPSs assisted with tasks such as explosive ordinance
disposal and reconnaissance. However, the Army’s designs and missions for RPS are
evolving to include target acquisition with lethal and non-lethal effects.
Not surprisingly, this evolution of RPSs capabilities conforms to the DoD vision
for unmanned systems. As found in the DoD Unmanned Systems Roadmap:
The Department of Defense’s vision for unmanned systems is the
seamless integration of diverse unmanned capabilities that provide flexible
options for Joint Warfighters while exploiting the inherent advantages of
unmanned technologies, including persistence, size, speed,
maneuverability, and reduced risk to human life. DOD envisions
unmanned systems seamlessly operating with manned systems while
3

gradually reducing the degree of human control and decision making
required for the unmanned portion of the force structure.9
To get a sense of the financial costs associated with achieving that vision, DoD
requested over $2.3 billion for the acquisition of the top three remotely piloted aircraft
(RPA) in 2016. That request did not include funding for any of the other RPSs or for
their associated research and development. This resource request provides insight into
both the importance that DoD is placing on RPSs and the level of financial risks placed
upon potentially fleeting technological superiority.
The Slippery Slope of RPSs
Regardless of the level of artificial intelligence or automation that unmanned
platforms of the future may use, the physical distance between the service members
and the area of conflict will increase. Given the reality of RPSs operating half a world
away, it is not hard to imagine a future in which significant portions of the services’
foreign combat missions are controlled by members that are safely protected in the
homeland. Will this reduction in risk to service members’ lives increase the U.S.
penchants for using force? The Stimson Center, a nonpartisan policy research center
that commissioned a task force to provide recommendations on the U.S.’s RPSs policy
found that:
The increasing use of lethal UAVs [unmanned aerial vehicles] may create
a slippery slope leading to continual or wider wars. The seemingly low-risk
and low-cost missions enabled by UAV technologies may encourage the
United States to fly such missions more often, pursuing targets with UAVs
that would be deemed not worth pursuing if manned aircraft or special
operation forces had to be put at risk.10
A way to understand the possible increase in conflict enabled through RPSs is to
examine historical examples and survey data that can provide insight into future RPS
warfare.
4

In August 1998, there were two near simultaneous bombings of the U.S.
embassies in Kenya and Tanzania in which intelligence quickly linked to Osama Bin
Ladin.11 President Clinton and his advisors wanted to retaliate against these bombings.
Despite imperfect intelligence, two targets potentially linked to Bin Ladin quickly rose to
the top of the list: a possible al-Qaeda camp in Afghanistan and a possible chemical
weapon plant in Sudan.12
The President wanted to send a strong signal to Bin Ladin and retaliate with
military force. However, there was hesitation by the senior military leadership to use
ground forces.13 This hesitation was largely due to the failed 1980 rescue attempt by the
U.S. military elite unit Delta Force of U.S. hostages taken by Iran.14 During the rescue
attempt, multiple failures at a rally point 200 miles from Tehran led to the death of eight
soldiers and caused senior leaders to abort the mission.15 This failure may have
influenced the exclusion of ground-based surgical strikes.16 It may have also reinforced
the desire to demonstrate action, yet limit operational risks, given the political
ramifications that the U.S. hostage crisis had on President Carter’s failed reelection bid.
A larger military force striking the two Bin Ladin linked targets would have
compounded the operational risks. As then Secretary of Defense William Cohen told the
[9/11] Commission, “the notion of putting military personnel on the ground without some
reasonable certitude that Bin Ladin was in a particular location would have resulted in
the mission’s failure and the loss of life in a fruitless effort.”17 Committing aircraft to drop
bombs would have required coordination with surrounding countries for both targets,
complicating the operations and increasing risks to the pilots. However, the military now
had Tomahawk Land Attack Missiles in its arsenal.
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The use of Tomahawks allowed President Clinton to retaliate, without putting
U.S. service members at risk. While not an RPS, these preprogrammed missiles can fly
under radar systems, have a range of 700-900 nautical miles, and can deliver a 1000pound bomb with an accuracy of 30 feet of a geographical target.18 Less than two
weeks after the embassy bombings, the U.S. launched 79 Tomahawks at sites in Sudan
and Afghanistan.19 This was not the first time that the U.S. had used Tomahawks to
achieve a national security objective.
In June 1993, the U.S. struck the Iraqi Intelligence headquarters with 23
Tomahawks in retaliation for plotting to assassinate former President George H. W.
Bush.20 In both instances, the Tomahawks, given their accuracy and range, were the
“safe” unmanned military options for the U.S. to achieve its objectives. Had unmanned
military options not been available, it is doubtful that the President would have
authorized the use of conventional forces in these incidences given the potential risks
and the narrow scope of the objectives. This increased use of Tomahawks by the U.S.
political and military leadership is an illustrative surrogate for the potential future growth
of weaponized RPSs.
Since the U.S.’s first combat strike by an armed RPA in 2001, the use of armed
RPAs has continued to rise.21 As previously discussed, examining the DoD’s Unmanned
System Roadmap and budget reflect the importance of RPA in the military. While there
is not a public database of all U.S. RPA strikes, on July 1, 2016 President Obama
issued an executive order (EO) entitled United States Policy on Pre- and Post-Strike
Measures to Address Civilian Casualties in U.S. Operations Involving the Use of Force.
This EO requires the Director of National Intelligence (DNI) to report the “number of
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strikes undertaken by the U.S. Government against terrorist targets outside areas of
active hostilities from January 1, 2016, through December 31, 2016” and to provide a
yearly update thereafter.22 In accordance with this EO, the DNI released a “Summary of
U.S. Counterterrorism Strikes Outside Areas of Active Hostilities between January 20,
2009 and December 31, 2015.” It listed 473 strikes, which resulted in an estimated
2372-2581 combatant deaths and 64-116 non-combatant deaths.23 While these figures
do not explicitly state that they were all RPA strikes, there is a high probability that the
U.S. conducted them with RPA since they exclude strikes inside the controlled
airspaces of Afghanistan, Iraq, and Syria. Consider that prior to the use of RPA, a
nation would have to risk the consequences of sending its military personnel to a foreign
country to conduct 473 operations and kill over 2,000 foreign combatants. U.S. political
and military leadership clearly appreciate the reduction in operational risks that RPS
capabilities provide.
Recent surveys of the U.S. civilian population also reflected this desire to reduce
operational risks to service members. The U.S. Pew Research Center survey found that
58% of the U.S. public approved of the U.S. conducting RPA strikes in countries like
Pakistan, Yemen, and Somalia.24 The authors James Walsh and Marcus Sculzke
surveyed over 3,000 participants to quantify the propensity to support the use of force
when using a low risk platform such as a RPA.25 One of their findings was that
“participants were more likely to support wars that posed lower levels of risk to
American soldiers.”26 Jacquelyn Schneider and Julia Macdonald surveyed 2,148 U.S.
citizens and found when “given a scenario with a high risk to air crew, 58 percent chose
unmanned aircraft, while only 23 percent chose unmanned aircraft in the scenario
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specifying low risk to air crew.”27 These findings confirm that “casualty aversion”
influences “when and how wars are waged in democratic societies.”28
The public support for RPA strikes makes them more politically viable option.
When coupled with the DoD’s Unmanned Systems Roadmap, the question of “how” the
U.S. will wage war in the future is clearly going to include some form of RPSs. The
previously mentioned examples of the Tomahawk strikes and the DNI’s report of 473
strikes outside of areas of active hostilities illustrate the use of these types of weapons
in areas that the U.S. decided not to risk conventional ground forces. The lower the risk,
the more likely countries will engage in conflict through armed RPSs.
RPSs undoubtedly reduce the risk to the service members, and therefore lessen
the potential for social outrage directed at elected leaders. There may actually be a
political and perverse incentive for elected leaders to use RPSs beyond the human
considerations. As RPSs are used more frequently and in riskier situations than
conventional forces, their rearming requirements increase and are more likely to require
repairs or to be replaced, thereby stimulating jobs.
Proliferation
As the U.S. continues to rely on armed RPSs, the international community has
taken notice. The reduced risked to the operators, the relative low cost to obtain armed
RPSs, and the minimal infrastructure to employ them regionally makes RPSs appealing
military tools. The New America Foundation’s International Security Program reported
that the following countries and non-state actors have used armed RPA in combat: U.S.,
Israel, the United Kingdom, Pakistan, Iraq, Nigeria, Iran, Turkey, Hezbollah, Hamas,
and the Islamic State of Iraq and Syria.29 New America also reported that 86 countries
have an RPA capability, 19 of which have armed RPA.30 Worldwide sales of RPA have
8

become a big business, with an estimated growth potential of over $11 billion in 2026
from $6 billion in 2016.31 The countries profiting the most from RPA sales include the
U.S., Israel, China, Iran, and Russia.32 With this worldwide growth in mind, the U.S.
Department of State (DoS) has started taking steps to address the proliferation of RPA.
In October 2016, the DoS issued a Joint Declaration for the Export and
Subsequent Use of Armed or Strike-Enabled Unmanned Aerial Vehicles (UAVs) with 51
other countries.33 This declaration states, “the international community must take
appropriate transparency measures to ensure the responsible export and subsequent
use of these [UAVs] systems.”34 These measures should be taken by the international
community because UAV strikes “could fuel conflict and instability.”35 The declaration
outlined five key principles, “none of which should be construed to undermine the
legitimate interest of any State to indigenously produce, export, or acquire such systems
for legitimate purposes.” What constitutes legitimate interests, purposes, or sales is not
clearly defined except "[t]hat the export of armed or strike-enabled UAVs should be
done consistent with the principles of existing multilateral export control and
nonproliferation regimes.”36 While this is not a legally binding document and does not
restrict “legitimate” sales of RPA, it is interesting who did not sign the document. Out of
those nations who have used armed RPA, Israel, Pakistan, Iran, and Turkey did not
sign, nor did Russia and China as the other top RPA proliferators. Given their status as
the leaders in RPA sales, China, Iran, and Russia may not have signed as purely an
economic decision or out of concern for their ability to counterbalance U.S. hegemony
by strengthening relations with other countries or non-state actors.37 As with every
competitive market, the products, such as RPA or any of the other RPSs, will continue

9

to evolve. One way to acquire the evolving technology is to leverage the research and
development costs borne by others. Given the public nature of the Third Offset, other
countries may view the U.S. as a target of opportunity to obtain advanced technology
with minimal investment.
Undermining the Third Offset by Losing the Technological Advantage
Unlike the first and second offsets, Secretary Hagel took a different approach
and advocated for the Third Offset technological advances in a much more open
manner. The U.S. government’s work on the atomic bomb and stealth technology were
highly classified programs. The secrecy involved with development of the atomic bomb
was significant. A 1945 Time Life article estimated that over 100,000 people were
involved with various aspects of the atomic bomb effort, but only a few dozen knew the
full scope of the project.38 While not as extensive as the atomic bomb effort, the U.S.
took great care to protect the full capabilities of stealth technology associated with the
F-117A stealth fighter. While the desire to develop low observable or stealth aircraft has
been present since the 1900’s, the full capabilities of the F-117A stealth fighter
remained a well-guarded secret from development, to acknowledgement of its
existence, and then to ten years later when it transitioned out of its secrecy envelope.39
Openly soliciting and urging commercial entities to work on technologies that will be
used to “offset” the capabilities of U.S. military competitors risks the very nature of the
investment of the offset. The openness of the Third Offset could fuel the proliferation of
advanced armed RPSs and provide pathways leading to intellectual property loss and
corruption of the technology, putting the taxpayers’ “investment” in DoD’s modernization
efforts at risks.
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Intellectual Property Loss
As the U.S. government and private entities invest billions of dollars in the
research and development of the technologies that will support the Third Offset, foreign
nations will attempt to obtain those advances through less expensive means such as
computer network attacks, corporate mergers, or reverse engineering. These methods
of intellectual property (IP) loss are not exclusively focused on the companies
associated with the Third Offset. However, the lack of secrecy associated with the Third
Offset risks the very nature of the “offset” itself. This risk becomes self-evident when the
“world’s largest source of IP theft” is the Peoples Republic of China. The IP Commission
Report estimated that China is responsible for 50 – 80 percent of the worldwide IP
thefts.40 These IP thefts not only affect the U.S. economy at a rate of “hundreds of
billions of dollars per year” but also its ability to maintain a competitive edge.41
Computer network attacks on the defense contractors building a fifth-generation U.S. Air
Force fighter is cautionary example of a military technology loss that could also happen
to the Third Offset technology.
On March 23, 2016, a Chinese national pled guilty to conspiracy to hacking U.S.
defense contractors’ system in order to steal sensitive data for the China. This
conspiracy lasted from 2008 to 2014 and targeted information on the “C-17 strategic
transport aircraft and certain fighter jets produced for the U.S. military.”42 From the
design and the technological leap forward, it is widely assumed that the China’s stealth
fighter, J-20, is based upon the stolen technology. Stealing advanced technology is but
one way to get it. Another way to obtain a technical edge without the research and
development costs is through corporate mergers and acquisitions (M&A).
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As of September 2016, China had surpassed the U.S. as the top acquirer of
foreign companies.43 China’s desire to obtain the IP from these foreign acquisitions aids
in achieving its “Made in China 2025” vision. China’s vision focuses its efforts on 10
sectors as enumerated below:
1) New advanced information technology; 2) Automated machine tools &
robotics; 3) Aerospace and aeronautical equipment; 4) Maritime
equipment and high-tech shipping; 5) Modern rail transport equipment; 6)
New-energy vehicles and equipment; 7) Power equipment; 8) Agricultural
equipment; 9) New materials; and 10) Biopharma and advanced medical
products.44
While China’s shift in M&A from the resource sectors to the sectors listed above could
be seen as a natural evolution of its economy, it is possible that the announcement of
the Third Offset influenced their targeted sectors.45 This might be perceived as China’s
whole of government effort to obtain both an economic and military edge as all ten
sectors have military crossover applications.
A recent example of China’s focus on a crossover company was its desire to
obtain the German company AIXTRON. AIXTRON is a leader in producing advanced
gallium nitride epiwafers, which are extremely useful in military applications due to their
heat and radiation tolerance.46 While the German government initially approved the
sale, President Obama rejected the inclusion of AIXTRON’s U.S. business based upon
the recommendation of the Committee on Foreign Investment in the United States
(CFIUS).47 The President concluded that the role China’s government played in
financing the AIXTRON acquisition bid and AIXTRON’s advanced technology posed too
great a risk to national security.48 Unlike many U.S. partner nations, the U.S. has a
process to assess and deny M&A that pose a risk to national security.
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CFIUS is a U.S. Department of Treasury led interagency committee that reviews
and assesses foreign M&A that may negatively affect national security.49 In CFIUS’s
most recent Annual Report to Congress, it received 347 notices (or requests for review)
from 2012 – 2014, and identified that China accounted for the largest share of those
notices.50 With CFIUS’s deep insights into foreign acquisition of U.S. companies, it
comes as no surprise that their report provided this response regarding a coordinated
strategy to acquire critical technology companies as described below:
Based on its assessment of transactions identified by the CFIUS for the
purposes of this report, the U.S. Intelligence Community believes there
may be an effort among foreign governments or companies to acquire
U.S. companies involved in research, development, or production of
critical technologies for which the United States is a leading producer.51
The overt nature of the Third Offset strategy and its focus on technologic advancements
may provide foreign countries logical targets of interest for possible M&As.
Sales or transfers of military technology to other counties also increase the risk of
technological loss. Despite formal agreements that restrict further resale or access to
these technologies by third countries, U.S. has identified partner nations as sources of
technology proliferation. This type of loss was never so apparent than when in 1993, the
former Director of Central Intelligence James Woolsey testified to the U.S. Senate that
Israel had provided China advanced weapons for years and that Israel was the prime
source of China’s cutting-edge technology.52 The Science Applications International
Corporation and the Defense Threat Reduction Agency’s Advanced Systems and
Concepts Office assessed that “[a]mong the advanced weapons and technological
assistance Israel is believed to have provided to China are laser-guided armor-piercing
warheads, surface-to-air missiles, electronic fire-control systems, night-vision
equipment, communications systems, and anti-tank missiles.” 53 Several of the
13

advanced systems that Israel transferred to China either were copies of U.S. weapons
or based upon U.S. technologies.54 Due in part to these technology transfers and the
technological assistance that Israel had planned to provide China, the U.S. temporarily
halted Israeli participation in the U.S. fifth generation strike fighter, the F-35.55 Even with
trusted partners, it is impossible to ensure the non-proliferation of shared technology.
The final way to lose a technological edge is to lose physical control of the
technology. When countries obtain access to foreign technology such as advanced
weapons, platforms, or devices, they normally study them in order to replicate or defeat
them. How intrusive or potentially destructive that examination will be is dependent
upon the relationship between those two countries and the duration of access. When
studying advanced foreign technology, something as unobtrusive as obtaining exact
measurements of equipment can provide insight into its function or capability, while a
more intrusive examination may provide enough details to allow a country to reverse
engineer the technology. While maintaining physical control is an issue with any
advanced military technology, RPSs are unique. By their very design, they function at
some distance from their operator. Additionally, the military will use RPSs more
frequently and outside of traditional combat areas due to their lower operational risks.
These unique factors make RPSs more vulnerable for physical loss and possible
exploitation by foreign countries than manned military platforms.
China is one country that is exceptionally adapt at capitalizing on exploitation
opportunities. Some have suggested that China’s YU-7 light anti-submarine torpedo
was based upon their serendipitous acquisition of a U.S. Mark 46 torpedo, China’s J-15
shipborne fighter was based upon a version of the Russian SU-33 fighter, and China’s
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HQ-7 air defense missile was based upon France’s Crotale missile system. 56 Over the
past seventeen years, there have been three very public examples of the U.S. losing
physical control of technologically advanced hardware to its adversaries.
On April 1, 2001, a U.S. EP-3 maritime reconnaissance and signals intelligence
turboprop aircraft and the People’s Liberation Army Navy (PLAN) F-8II jet fighter
collided in international airspace.57 The PLAN jet was lost at sea, and the pilot of the
U.S. EP-3 had to make an emergency landing in Chinese territory on Hainan Island.
China released the EP-3 crew eleven days later after tense negotiations, but delayed
the return of the plane despite the fact that it was repairable and able to be flown off the
island.58
In a press release following the return of the EP-3 crew, Secretary of Defense
Donald Rumsfeld stated that they were not able to complete the “destruction of the
classified material and systems.”59 On June 11, 2001, China agreed to allow the U.S.
technicians to disassemble the plane and fly it out in a cargo plane.60 This allowed
China the time to examine the sensitive signals intelligence collection system contained
within the EP-3. A Congressional Research Service (CRS) report indicated that the EP3 had undergone a “recent major upgrade known as the Sensor System Improvement,”
and that China “may have removed some electronic surveillance equipment.”61 China’s
lengthy period in which they retained the damaged EP-3 and their harassment of a
manned military aircraft operating in international airspace highlights China’s disregard
of international norms.
China once again disregarded international norms when they illegally seized a
UUV on December 15, 2016. United States Naval Ship (USNS) Bowditch, an
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oceanographic survey vessel, was recovering two UUVs in the international waters of
the South China Sea. As it was in the process of recovering the first UUV, a Chinese
naval vessel deployed a small boat and seized the UUV.62 The Chinese did this despite
the fact that they were in visual range of the Bowditch, and could clearly observe that
the Bowditch was in the process of recovering the UUVs. The international community
speculated that China’s actions could have been in reaction to then President Elect
Donald Trump’s conversation with Taiwan’s president, and Trump’s comment that he
“wouldn’t feel bound by a one-China policy.”63 Given the public announcement of the
Third Offset and its focus on autonomous systems, China may have wanted to assess
the UUV’s technology and the potential data that it gathered.
The most troubling aspect of the Chinese removing the UUV from international
water was the relative impunity in which they did it. The U.S.’s reaction was to issue a
formal diplomatic note demanding the return of the UUV. While China returned the UUV
five days later, it set a precedent for future armed RPS transiting the global commons.
As the U.S. improves its RPSs technology, it will have to develop measures to ensure
that the resources invested in the research and development of these advanced RPSs
are not lost by another nation just plucking the RPSs out of the water.
The need for developing countermeasures to prevent technology loss was no
more evident than in December 2011, when a U.S. RQ-170 stealth reconnaissance
RPA crashed in Iran.64 The RQ-170 is one of the U.S.’s premier reconnaissance RPA.
Its advanced technology - from its design and special coatings to the advanced internal
sensors - was far beyond Iranian technology. Official U.S. sources stated that it crashed
landed due to an internal malfunction, though the Iranians claimed that they were able
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to bring the RQ-170 down by hacking into its communication and its guidance
systems.65 What made this situation particularly troublesome was that the Iranians
found the RQ-170 intact. This gave the Iranians access to the data, the exquisite
technology, and the potential for reversing engineering the RQ-170.
Concerns of the loss of technology were proven valid when in February 2013, the
Iranian government published footage recovered from RQ-170. They demonstrated their
ability to access the stored memory of the RQ-170 by showing “footage recorded by the
drone’s underbelly camera: the area surrounding Kandahar airfield (KAF) during
landing; a small building (possibly being surveilled); a C-130 cargo plane, and at least
one Reaper drone among shelters at KAF.”66 In May 2014, the Iranian government
released pictures of a stealth RPA that they claimed they built by reverse engineering
the captured RQ-170.67 Less than two years after publicizing the Iranian copy of their
stealth RPA, they released a video that showed a modified stealth RPA which was
armed with four precision-guided bombs.68 This example clearly demonstrates the
concerns associated with losing physical control of advanced RPS technologies in the
hands of another nation. Because of the loss of the RQ-170, Iran was able to shorten
their RPA design timelines and build an armed stealth RPA on the research and
development costs borne by the U.S. taxpayers.
Corruption of the Technology
If a country has detailed knowledge of a system such as a RPA, then it may be
possible to insert counterfeit material into the supply chain in order to disrupt that RPA.
The current path of the Third Offset as an open partnership with industry, coupled with
the long development timelines, allows for strategic positioning by a foreign nation to
influence the supply chain of the offset technologies. Security of the supply chain is vital
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for the economy of the U.S. as a whole, and it is critical for the U.S. military. Looking at
the current state of counterfeit material in the DoD supply chain provides a good
exemplar of this possibility. In 2016, the U.S. Government Accountability Office issued a
report to Congress that stated:
the existence of counterfeit parts in the DOD supply chain can, for
example, delay missions, affect the integrity of systems, and ultimately
endanger the lives of service members. Almost anything is at risk of being
counterfeited, including microelectronics used in fighter jets and missile
guidance systems, fasteners used in aircraft, and materials used in engine
mounts.69
Counterfeit material is a problem throughout all of DoD. A 2012 report from the
Senate Armed Serves Committee investigation identified “approximately 1,800 cases of
suspect counterfeit electronic parts. The total number of individual suspect parts
involved in those cases exceeded one million.”70 While costs and profits drive the use of
counterfeit material, it is not much of a stretch to consider the possibility of a country
inserting material into the supply chain with the intention to cause a weapon like RPS to
malfunction at a critical point.
Another concern is the possibility of inserting malicious code into the technology.
Today’s modern weapons systems are laden with electronics that depend on lines of
code. The more complex the equipment and interoperable it is, the more lines of code
that it has. For example, “[t]here are nine million lines of code in the F-35 joint strike
fighter jet, plus 15 million lines in support systems, according to Richard Stiennon, chief
research analyst at IT-Harvest.”71 It is easy to anticipate that as RPSs become more
autonomous, the amount of code necessary to make them function will skyrocket.
Without the proper safeguards in place, the opportunity will exist to modify or insert
malicious code that could turn a RPS against its users.
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Recommendations
The rationale for the DoD Unmanned Systems Roadmap and the technologies
associated with the Third Offset is to reduce risks to U.S. forces by developing and
enhancing armed RPSs that operated effectively in the air, sea, and land domains.
However, this path is not without its own risks to larger national security concerns:
increased international conflict, proliferation of armed RPSs, and international efforts to
purloin the Third Offset technologies. The U.S. can take steps now that will help mitigate
these risks, which include reassessing the long-term impact of using armed RPSs
outside of combat zones, strengthening international agreements on the use and
proliferation of armed RPSs, and enhancing the protection of the U.S.’s Third Offset
investments.
The U.S. should factor in the long-term consequences of RPSs use along with
risk assessment of the immediate operation. RPSs use outside of areas in which
conventional military forces are operating are redefining international norms and
lowering the bar for missile strikes. The lower threshold for strikes is not in the U.S.’s
long-term interest as the U.S. may not be as effective in defending itself against future
armed RPSs.
As the U.S. reexamines its own use of armed RPSs, it should work towards a
formal international agreement on the legal use of all armed RPSs and their sales. The
continued migration of this technology into the hands of terrorist is alarming. The Joint
Declaration for the Export and Subsequent Use of Armed or Strike-Enabled Unmanned
Aerial Vehicles (UAVs) acknowledges this problem of proliferation and is a step in the
right direction.
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Finally, in order to retain the advanced capabilities associated with the Third
Offset, the U.S. should increase the physical and cyber security of critical technologies
and systems during their development, production, and employment. Recent history has
highlighted the fleeting nature and vulnerabilities associated with advanced military
technologies. The U.S. cannot afford to have its technological edge undermined.
Conclusion
The Third Offset strategy is critical for the US to reestablish military overmatch
with near peer competitors. Armed RPSs will be a significant component in this
overmatch. Like guns, bombers, and destroyers, RPSs are very effective at their root
objective as they allow the attacker to project force from a safe distance. It can also be
argued that RPSs have a secondary benefit. Citing the DNI’s report as evidence,
supporters can claim that RPSs lower the risks of non-combatant deaths.72 RPSs
enable the operators to make more informed choices of when to strike due to their long
loiter times and surveillance capabilities as compared to manned systems.
However, the moral hazards remain. The horrors of war are largely borne by the
enemy on the ground, as well as any noncombatants in the vicinity, not the service
members operating remotely from a base far away. Advances in RPSs, both in types
and in capabilities, will continue to lower the risks associated with mounting an offence.
Therefore, they will allow the use of force more frequently. As advanced RPSs are used
more frequently, it increases the risk of losing that technological edge and increases the
potential for proliferation. If the U.S. fails to consider the long-term consequences of
using armed RPSs or fails to protect the technology as recommended above, it will find
itself continuing to face these moral hazards and risks the very purpose of the Third
Offset strategy.
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