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In May 2013, President Barack Obama directed the release of an unclassified
whitepaper that outlined “U.S. Policy Standards and Procedures for the Use of Force in
Counterterrorism Operations Outside the United States and Areas of Active Hostilities.”
The Presidential Policy Guidance sets in place sound standards and procedures to
ensure that U.S. decisions to employ lethal force under the policy comply with
international and U.S. domestic laws. However, as with any law or policy, there will
always be times when guidance is inadequate to the occasion, and choices among
competing lawful options are not clear. This is especially true when one must consider
whether to take a life or harm another person. In these instances, decisions require
heightened ethical scrutiny to ensure the contemplated act is morally just under the
prevailing circumstances and the explanatory power of the proffered justification fully
resonates. Building an ethical cannon to compliment the U.S. policy ensures policy
intricacies are fully understood by Administration officials and military
advisors/operators, who must make the best decisions under the most trying of
circumstances.

Targeting Terrorists Abroad:
Ethical Considerations for Employing Remotely Piloted Aircraft
If targeted killing is removed as an option and arrest is precluded, the
remaining alternative—letting the terrorist continue to kill innocent
civilians—is surely the least attractive moral option.
—COL Peter M. Cullen1

When COL Peter M. Cullen penned the above epigraph, the U.S. was engaged
in an unacknowledged campaign of lethally targeting individual terrorists by means of
Armed Remotely Piloted Aircraft (hereinafter “ARPA”). Some six years later, the U.S.
has acknowledged2 the use of lethal force in counterterrorism operations “Outside the
US and Areas of Active Hostilities”3 and indicated its intent to continue lethally targeting
certain terrorists where they are found.4 A key component of the U.S. program is the
use of ARPAs, commonly referred to as ‘drones’, to launch missile strikes against
terrorists located in sovereign states with which the U.S. is not at war. The wording of
the U.S. policy implies these strikes may be launched regardless of whether the state in
which the terrorist is located is consulted or authorizes the attacks. The legal and ethical
norms surrounding these attacks are highly complex and “less than fully settled.”5
In an effort to bring some transparency and clarity to the U.S. application of lethal
force in non-domestic counterterrorism operations, President Obama directed the
release of an unclassified whitepaper that outlined “U.S. Policy Standards and
Procedures for the Use of Force in Counterterrorism Operations Outside the United
States and Areas of Active Hostilities.”6 Released in May 2013, the whitepaper provided
a synopsis of the standards and procedures used by Administration officials to
determine whether a specific terrorist located in a third country not at war with the U.S.
constituted a legitimate target7 for a lethal ARPA strike. While the whitepaper did

provide some clarification, it also highlighted the main ethical schism in the debate
surrounding the U.S. use of ARPAs to lethally target individual terrorists. That is,
whether the individual terrorist should be treated as a criminal who is afforded arrest
and due process under law enforcement rules; combatant under the laws of war who
can be killed based on status alone (so long as he or she is not hors de combat); or,
non-state actor threat to be addressed under international customary and/or convention
based right of Inter-state self-defense.
To many, the U.S. policy indicated a bold—and oft argued uninformed—shift
away from the international normative legal framework that had helped keep the peace
largely intact since the end of WWII.8 Some argue the U.S. policy impermissibly
conflates the three traditionally separate legal paradigms of: International Humanitarian
Law (the law pertaining to war), Human Rights Law (the law pertaining to peacetime law
enforcement), and the law of aggression and Inter-state self-defense. The language of
the U.S. policy signals the government’s intent to choose, as a matter of policy, which
paradigm to apply based on prevailing circumstances and legal constraints.
While the carefully articulated language implies a preference to use lethal force
only under circumstances which would trigger the Inter-state self-defense paradigm—
and then only if arrest9 under the peacetime law enforcement paradigm or capture
under either the Inter-state self-defense or law of war paradigm is not feasible—it leaves
open the option to employ lethal force under the more permissive law of war standard if
prevailing circumstances and legal conditions permit. This concept is not new to
international relations. Governments have always—deliberately, intuitively, or
otherwise—balanced decisions to go to war, against decisions to undertake limited
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attacks in self-defense, against decisions to take law enforcement actions. U.S. military
actions against the Barbary pirates and Poncho Villa are two prime examples in U.S.
history where law enforcement would not work, war was too drastic a measure, and the
U.S. military was sent under the peacetime rules (customary law) of Inter-state selfdefense to protect U.S. persons and property.10 What is new is that the standards and
procedures for making such decisions have been consolidated into a single policy
document to deal with a single policy issue.
Because of the newness of the policy and the many nuanced limitations on the
use of force contained within the policy, it is important that ethicists begin to create a
body of moral considerations to inform, define, and compliment the nascent U.S. policy.
Much like just war moral theory informs the law of war legal paradigm, a cannon of
ethical considerations to aid government and military officials to make morally
commendable decisions when presented with uncertain situations should similarly
inform the emergent U.S. policy. Military officials are expertly knowledgeable in the laws
of war but much less so in the areas of self-defense and law enforcement. As military
officials will be required to advise civilian officials on the proper use of military force
under the policy, the gap in expert knowledge may pose a significant hazard to the
decision-making process.
The purpose of this article is to begin the process of building such a cannon.
Advocating the formation of an ethical cannon to inform U.S. policy implies the policy is
lawful under prevailing international and U.S. domestic legal frameworks.11 The first
section of this article provides context, offering an overview of the U.S. policy, the
rationale behind its adoption, and a synopsis of the many critiques of the policy. The
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second section outlines the fundamentals of an ethical cannon framework to be
consulted when weighing decisions of whether a terrorist(s) should constitute a
legitimate target for a lethal ARPA strike under the U.S. policy. In conclusion, the article
suggests that lethally targeting certain terrorists by means of ARPA strikes under the
current U.S. policy may be morally commendable in some circumstances, but that such
strikes require heightened ethical scrutiny to ensure the act is morally just under the
circumstances; and, the explanatory power of the proffered justification will fully
resonate with a very skeptical global audience.
Framing the U.S. Policy Debate
The Presidential Policy Guidance
On May 22, 2013, President Obama signed a classified Presidential Policy
Guidance document that outlined the U.S. policy and standards for conducting lethal
ARPA strikes against terrorists in states which may or may not be consulted or
authorize the attacks and with which the U.S. is not at war. The following day, the White
House released an unclassified whitepaper entitled, “U.S. Policy Standards and
Procedures for the Use of Force in Counterterrorism Operations Outside the United
States and Areas of Active Hostilities.”12 This whitepaper outlines the U.S. policy for
conducting operations—to include lethal ARPA strikes—against terrorists located
outside the U.S. and outside areas of active hostilities, including those states which did
not authorize the attacks and with which the U.S. is not at war.13 The policy reads in
part,
. . . The most important policy consideration, particularly when the United
States contemplates using lethal force, is whether our actions protect
American lives. The policy of the United States is not to use lethal force
when it is feasible to capture a terrorist suspect . . . . Lethal force will not
be proposed or pursued as punishment or as a substitute for prosecuting
4

a terrorist suspect in a civilian court or a military commission. . . . Finally,
whenever the United States uses force in foreign territories, international
legal principles, including respect for sovereignty and the law of armed
conflict, impose important constraints on the ability of the United States to
act unilaterally – and on the way in which the United States can use
force.14
Importantly, the policy implicitly recognizes certain realities about the limitations
of law enforcement tools in the international arena; and, the historical precedence of
using military forces to perform quasi-law enforcement missions—hostage rescue,
counterterrorism, and Inter-state self-defense—outside U.S. borders. International
cooperation between state law enforcement agencies is a daily reality. The level of
cooperation, however, varies significantly from state to state. So too does the level of
fidelity in each state’s criminal justice system. In well-functioning, non-corrupt systems,
cooperating governments may be able to undertake multi-national law enforcement
operations to stop a terror attack before it occurs. However, conducting counterterror
operations in these types of states is rarely the problem. The U.S. policy, consequently,
is specifically aimed at eliminating terrorist threats located inside states that are
unwilling or unable to prevent terror attacks emanating from within their sovereign
territory. Under these types of circumstances, U.S. military forces traditionally have
been the national policy makers’ tool of choice to protect U.S. persons and property
abroad.15 Moreover, there should be no misconception; the U.S. does not need to be at
war with Al Qaeda or any other entity before it can use its military forces in the context
of Inter-state self-defense.16
The Contemporary Security Environment: Contextualizing U.S. Policy
Combatting the modern form of terrorism, often referred to as transnational
terrorism because of its wide reach, poses significant ethical—and legal—challenges for
5

the state. Professor Asa Kasher and Major General Amos Yadlin, Israeli Defense
Forces, consider fighting terrorism to be “significantly different from both military
missions of fighting armies and law enforcement missions of fighting criminals.”17 There
are no clashes between professionalized armies on defined battlefields and police
officers involved in extra-territorial counterterror operations cannot assume the support
of the local citizenry, as those citizens are not party to the same “social contract” as the
officer.18 Moreover, the very reason for the existence of a terrorist organization is to kill
and terrorize a citizenry through the use, or fear, of violence.19 Their adherents are
“often morally motivated—indeed highly motivated and strongly convinced of the
rectitude of their action.”20 The mere continued existence of a terrorist organization
indicates it’s continued intent to pursue violent attacks in furtherance of its objectives.21
“Transnational terrorism is arguably the greatest security challenge facing our
world today.”22 While not all terrorist organizations are directly associated with al Qaeda,
they largely emulate al Qaeda’s core “ideology of global violence and methodology of
suicide attacks.”23 Terror organizations are not, in general, constrained by the same
values, mores, or motivating factors of states or other entities.24 Their avowed purpose
is to kill25 and they are constrained only through their inability to obtain and then deploy
weapons of greater destructive force.26
Since 2003, terrorist organizations have dispersed and become increasingly
elusive.27 Outside of Iraq and Afghanistan, individual adherents of the al Qaeda ideology
do not live or kill on spatially defined, traditional battlefields. There is growing evidence
some live in the well-functioning democracies of Europe and the U.S..28 Other terrorists
live in functioning states around the globe. And still others, perhaps the majority, choose
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to reside in failed or failing states, where they can exist beyond the reach of traditional
law enforcement tools. These terrorists operate worldwide often in close proximity to
innocent civilians. Their direct participation in terrorist attacks may be fleeting yet
devastating as witnessed in Boston, London, Madrid, and New York City. Proactively
combatting this threat is, and will remain, exceptionally difficult.
“Strenuous counterterrorism efforts will remain a fact of our national life for the
foreseeable future.”29 Terrorist attacks worldwide show “few signs of ebbing.”30
According to a recent article in The Economist, “al-Qaeda and its jihadist allies have
staged an extraordinary comeback. The terrorist network now holds sway over more
territory and is recruiting more fighters than at any time in its 25-year history.”31 This
assessment is echoed by numerous other studies.32 Al Qaeda and its affiliated groups
continue to seek weapons of mass destruction in the form of biological, chemical,
nuclear, and radiological materials.33 They also continue to recruit westerners to carry
out attacks and maintain the capability and desire to attack the west.34 As a result of the
enduring terrorist threat, the U.S. must continue to apply all elements of national power
to prevent future attacks.35
The U.S. Approach to Security
The U.S. policy complements the gradual government shift towards a ‘whole of
government’ layered approach to national security.36 In very general terms this evolving
approach to securing the U.S. homeland employs various elements of national power to
focus threat identification and removal efforts along multiple concentric rings first
outside the country, then along the approaches, and finally inside the U.S.37 As part of
this effort, U.S agencies (e.g. Department of Justice, Central Intelligence Agency,
Department of Defense, Department of State, etc.) engage the various security
7

apparatuses, law enforcement agencies, intelligence agencies, and military forces of
allied, partner, and other cooperating states to identify and remove potential threats
before they reach the U.S. homeland or conduct an attack in the cooperating state.38
The U.S. policy leverages the whole of government layered defense concept,
including the contemplated use of law enforcement officers, other government covert
operators, and military members to effectuate policy objectives. The U.S. policy
preference is to employ traditional law enforcement rules and tools to bring terrorists to
justice.39 In many—if not most—cases, the U.S. will be limited to the law enforcement
paradigm.40 However, the U.S. still considers itself at war with Al Qaeda and its
associated forces.41 The lawful conduct of war is pursued under the more permissive—
in terms of applying lethal force—International Humanitarian Law (IHL) paradigm.
Additionally, the U.S. always retains the right to act in self-defense under Article 51 of
the U.N. Charter42 and customary international law43 against states and non-state actors
that pose an imminent threat to U.S. citizens, territory, or form of government.
As noted, the U.S. military will, no doubt, continue to play a critical role within the
scope of the U.S. policy for some time to come. The U.S. policy contemplates arrest or
capture, prosecution in courts or military tribunals, and ARPA strikes under conditions
where arrest or capture is not possible. The policy is designed to accommodate an
appropriate response—across the law enforcement, self-defense, and law of war
paradigms—to terrorist threats while at the same time remaining compliant with U.S.
domestic and international law. In some instances, U.S. military members—special
operations forces—may be called upon to undertake cooperative counterterrorism
operations in third party states to effectuate the arrest of terrorists under law
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enforcement rules.44 At other times, military members may be required to capture or, as
a last option, deploy ARPAs to lethally attack terrorists. Some of these operations will
be conducted under the laws of war; some will be carried out under the rubric of Interstate self-defense as articulated in Article 51 of the United Nations Charter and/or
customary international law.45 How these three paradigms coalesce within the current
U.S. policy is discussed next.
Critiques of the U.S. Policy
A recent Pew Research Global Attitudes Project poll found increasing global
opposition to U.S. ‘drone’ strikes.46 Critiques of the U.S. policy raise concerns about the
legality and morality of U.S. actions. Both concerns impact on the question of whether a
terrorist should be lethally targeted under the U.S. policy.
Legal criticisms of the U.S. policy raise concerns about the improper conflation of
the three distinct legal paradigms and the perceived diminution of international legal
protections. The U.S. policy is seen as a “blurring and expansion of the boundaries of
the applicable legal frameworks – human rights law [law enforcement], the laws of war,
and the law applicable to the use of Inter-state force [self-defense].”47 Many critiques
argue this conflation is simply an expedient means for the U.S. government to
circumvent the fundamental protections afforded criminal suspects under national and
international legal frameworks.
From a human rights law—law enforcement—perspective, combatting terrorism
is a law enforcement problem that should be addressed using law enforcement rules.48
In general terms, acceptable law enforcement practices should provide the suspect an
opportunity to test any evidence of wrongdoing before an unbiased authority prior to
being held accountable. Additionally, lethal force should only be employed in cases
9

where the “offender offers armed resistance or otherwise jeopardizes the lives of others
and less extreme measures are not sufficient to restrain or apprehend the suspected
offender.”49 The U.S. policy is seen by many to undermine these basic human rights.50
For example, the European Parliament, after conducting studies and holding hearings
on the use of armed ‘drones’, recently passed a resolution “to oppose and ban the
practice” of what they termed “extrajudicial targeted killings.”51
Critiques of the U.S. policy also claim it diminishes recognized international
norms within the existing law of war and law of Inter-state force paradigms.52 In broad
terms, these critiques question whether U.S. policy adequately protects the targeted
individual’s right to life, innocent civilians from unjustified harm, and the aggressed
state’s sovereign right of non-intervention. The United Nations Special Rapporteur on
extrajudicial, summary or arbitrary executions, Philip Alston, has expressed concern
that the U.S. has not defined “the scope of the armed conflict in which the US asserts it
is engaged, the criteria for individuals who may be targeted and killed, the existence of
any substantive or procedural safeguards to ensure the legality and accuracy of killings,
and the existence of accountability mechanisms.”53 While these comments were made
prior to the release of the whitepaper outlining the current U.S. policy, they continue to
hold true in terms of specifics. The actual policy standards and resultant killings remain
largely “cloaked in secrecy.”54
The U.S. policy has also sparked a lively ethical debate along the same basic
lines. Commentators express concerns that the U.S. policy will reduce traditional moral
norms that inform the use of force by states, thereby undermining protections afforded
civilians, causing a reduction in martial virtues among military members, and increasing
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support of terrorism by populations in areas frequently targeted by ARPA strikes. Their
critiques raise concerns that the justifications being offered for lethal targeting are
incompatible with accepted moral norms; that innocent civilians are being unjustly
harmed; and that U.S. actions are unjustifiably eroding the traditionally accepted
threshold for the Inter-state use of force. 55
There is little doubt the use of ‘drones’ has made it “easier to kill targets, with
fewer political risks to the targeting State.”56 Domestic political risk is minimized when
the state’s service members are not placed in harms way. 57 International political risk is
likewise limited when intrusions on another state’s sovereignty are restricted in scope
and nature as can be done with ARPAs. As political risk is minimized through the
increased use of ARPAs, concerns are being raised that the moral threshold for
resorting to armed force will continue to precipitously decline in the future.58
At the same time, critiques raise concerns that remote operators will be unable to
“cultivate or exercise [the] martial virtue” necessary to propagate an ethically sound
military culture.59 “Riskless warfare,” it is argued, “threatens to undermine the moral
justification for killing in war even in its application to just combatants.” 60 It can be
argued that ‘riskless warfare’ and the inability to develop virtue through martial combat
works to undermine the moral underpinnings of military institutions that rely on remotely
controlled devices. The critiques argue the potential moral risk to the U.S. military
should not be underestimated. When thresholds of martial virtue erode, combatants are
more likely to violate the legal standards and moral codes that inform and define those
standards.
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Another area of ethical concern is that the targeted ARPA strikes are producing
more terrorists than they eliminate and turning populations against the U.S.. According
to former Pakistani Minister of State Shahzad Waseem, “The killing is creating more
anger and resulting in the recruitment of more people to pursue revenge.”61 ARPA
strikes not only kill, they are also widely seen as a fear weapon, much like the German
V1 and V2 flying bombs of WWII. People living in the areas where ARPAs are used
change their daily habits to avoid being out when ARPAs are overhead.62 They live in
constant fear of the next strike. Journalist David Rohde, who survived seven months in
Taliban captivity, witnessed first-hand the dialectic of American ‘drone warfare’. Mr.
Rohde recognized the efficacy of ARPA strikes as an effective means of eliminating key
terrorists. However, he states, these strikes also “provoke intense anger” and weaken
“public support” for America.63 From a utilitarian perspective, it is important U.S. actions
do more good than harm over the long term.
A fourth area of concern rests with protecting the targeted individual’s right to life.
Intentional killing is wrong, but virtually all people “recognize certain exceptions—that is,
we concede that there can be instances in which killing is permissible.”64 These
exceptional circumstances include justifiable self-defense, defense of others, and war.65
Regardless of paradigm—war, law enforcement, or self-defense—people judge the
justness of intentional killing based on their perceptions of the intent and conduct of the
actors. Justification and liability are key moral determinatives.
In general, intentional killing is viewed as justifiable only when it is undertaken in
response to an unjust threat of potentially equal—death or serious bodily injury—harm.
Intentionally aggressing another makes the initial aggressor liable to attack in self-
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defense. In the jus ad bellum tradition, states may wage a ‘just’ war only in response to
an ‘unjust’ aggression; or, the imminent threat thereof.66 The initial aggressor as such
assumes a level of liability for his unjust actions and may then be subjected to a just
application of force in self-defense. In the jus in bello tradition, individuals are treated
differently based on status or conduct. Combatants and civilians directly participating in
hostilities pose a threat to opposing forces that makes them liable to attack. Therefore
they may be justly targeted when and where located.67 Protected persons—civilians and
combatants hors de combat—may not be targeted, as they pose no threat to the
Soldier. Police officers may apply lethal force only in response to a threat of deadly
force or serious bodily harm when less extreme measures are insufficient to neutralize
the threat.68 Likewise, individuals may use lethal force in self-defense against an unjust
threat of deadly force or serious bodily harm when less extreme measures are
insufficient to neutralize the threat. The more attenuated the threat in space and time
the more difficult it is for people to view the protective application of lethal force as being
morally justified. Intentional killings that do not fit within these exceptional circumstances
are held out as unjustifiable deprivations of a person’s right to life. People judging the
morality of such killings, will judge negatively the responsible party.
Finally, the single greatest ethical concern is for the protection of innocent, nonthreatening civilians. Many critiques question whether the U.S. policy is sufficiently
limiting in nature to ensure actions in conformance with accepted moral norms. All three
paradigms require some level of distinction, necessity, and proportionality. That is, the
need to act must be born of necessity; actors must be able to distinguish between
innocent civilians and those that pose a threat of harm; and, when acting to protect
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against an unjust harm, one cannot simply harm innocents with complete moral
impunity to prevent harm to one’s self or others. There are limits to collateral harm that
are paradigm dependent. For example, under the war paradigm, the principle of
proportionality stands for the proposition that collateral civilian casualties are an
acceptable by-product of war so long as the incidental loss of life is not excessive
relative to the anticipated concrete and direct military advantage to be gained from the
action.69 While a similar proposition exists in both the law enforcement and self-defense
paradigms the dimensions are more restrictive.
Need for Ethical Framework Specific to Lethal ARPA Strikes
The contemporary form of Al Qaeda influenced transnational terrorism poses a
significant threat to U.S. persons, as well as those of other states. This threat is serious.
Adherents of the Al Qaeda brand of ideology are ruthless and do not abide by the ideals
of humanity and respect for human dignity. By all accounts, the threat posed by terror
organizations is not likely to diminish in the near future and combatting it is hindered by
the lack of a coherent, workable framework. The traditional paradigms of law
enforcement, law of war, and Inter-state self-defense were designed to handle issues
within each discrete area of concern. But, they were not designed to address the threats
posed to national and international peace and security by the modern terror
organization.
The U.S. policy was crafted to bridge the three discrete paradigms in an effort to
bring unity of action against terror organizations. The language hybridizes certain
aspects of all three traditional paradigms into a set of very specific policy requirements.
Clearly, and one assumes intentionally, the U.S. policy elevates the concept of
humanity (capture before kill) to a condition precedent to action under the policy.70 The
14

U.S. policy also aligns the concept of necessity more closely to the peacetime standard
of self-defense, requiring liability (of the terrorist to attack by the government) and
justification (of the government to attack the terrorist) as conditions precedent to action.
Finally, the U.S. policy significantly constricts the permissibility of foreseeable but
unintentional civilian casualties (proportionality). While generally consistent with the
legal and moral requirements of Inter-state self-defense and law enforcement the U.S.
policy turns the law of war and its informing moral paradigm somewhat on its head.
For these reasons, it is important at this early point in the life of the policy to
begin to build a set of ethical considerations specific to the policy to help inform and
define its material aspects. Clearly, military members will be involved in advising on the
policy and in executing operations under the policy. These military officials are expertly
knowledgeable in the laws of war and steeped in the just war moral tradition. Their
training, however, does not generally extend to peacetime law enforcement rules or the
moral considerations for the use of force outside of war. This shortcoming poses a
significant hazard to the decision-making process—and the capacity of senior military
officials to adequately provide military advise—required under the policy. Of great
concern, the express requirements of the policy may take on a completely different
meaning to military officials whose experience is largely formed by war and whose
education is largely informed by International Humanitarian Law and the just war moral
theory. Consequently, it is important to build a cannon of ethical considerations to help
inform and define who constitutes a legitimate target for a lethal ARPA strike under the
nascent U.S. policy.
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Moral Considerations for Determining a Legitimate Target
This section offers some thoughts on what such an ethical cannon might look
like. The moral considerations outlined here focus on the specific question of who
should constitute a legitimate target for a lethal ARPA strike under the U.S. policy. The
framework builds around the three core requirements of the nascent U.S. policy—
humanity, liability, and justification. The U.S. policy requires officials determine in
advance that arrest, capture, or other lesser means to prevent the attack are not
feasible (humanity); that the terrorist has undertaken acts that pose a threat to U.S.
persons (liability); and, that lethal force is imminently required—based on trusted,
verified information—to protect those U.S. persons (justification).71 Because the U.S.
policy sets the concepts of humanity, liability, and justification as conditions precedent
to action, it would be incongruous to argue the laws of war or just war moral theory
apply in their traditionally accepted forms for any actions taken pursuant to the policy.
As such, while the ethical framework proposed here relies heavily on the just war
moral theory as a starting point, it deliberately de-emphasizes those just war tenets at
odds with humanity, liability, and justification. For example, this proposed framework
does not countenance the idea that terrorists located ‘outside the U.S. and outside
areas of active hostilities’ can be targeted by a lethal ARPA strike based solely on
affiliation—or status—as a member of a terrorist organization.72 Rather, it follows the
express language of the policy to conclude that for such a strike to be morally
commendable, an assessment should be made that the terrorist is liable to lethal attack
based on his/her own conduct, the state has sufficient justification to exercise lethal
force, and the considerations of humanity have been fully explored and support lethal
targeting.
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The proposed framework draws heavily from extant sources, such as the just war
theory, and will appear familiar to those learned in this area. In fact, many of the
traditionally accepted moral tenets remain highly salient, albeit in a slightly altered form.
Application of this framework to operations previously determined lawful under
prevailing domestic and international laws, should ensure the government applies lethal
force only in a morally commendable cases that are consistent with the original intent of
the policy.
Adherence to Law
The first ethical consideration must be whether the proposed strike complies with
U.S. domestic and international law. The U.S. as an entity in the international system
has a moral—and legal—duty to uphold its international responsibilities under the UN
Charter and other international instruments. The U.S. government has a similar moral
duty to abide its own laws. While this proposition seems straight forward, it is not.
Various U.S. interpretations of certain key provisions of International Humanitarian Law
and Human Rights Law diverge from interpretations forwarded by other states and a
number of international bodies. A sound ethical review conducted after the legal review
should act to narrow the distance between the divergent interpretations or provide, in
the alternative, a thoughtfully crafted moral justification for the strike should it proceed.
It is important to keep in mind that legal considerations dictate what can be done
while moral considerations help shape what should be done. The idea behind
completing an ethical review after the operation has been deemed legal is to avoid
pursuing national interests as a Melian—“the strong do what they can and the weak
suffer what they must”—proposition.73 Might should not make right in American foreign
policy. It is not part of Americans’ subscribed national values or beliefs to trample on the
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weak. Emma Lazarus’ famous sonnet, “The New Colossus,” (inscribed on the base of
the Statute of Liberty) eloquently captures this American ideal when it states in part,
“Give me your tired, your poor, Your huddled masses yearning to breathe free.”74 More
importantly, trampling on the weak is not a proposition the U.S. wants to foster within
the international system considering all great powers eventually ebb and all aspiring
powers eventually flex their might. As such, ensuring U.S. policies and actions are
legally and morally commendable is in our long-term national interest of maintaining a
favorable world order based on adherence to rule of law ideals.
Legitimate Authority
Only an appropriate sovereign authority should make the decision to launch a
lethal ARPA strike under the U.S. policy. This concept derives from the just war moral
theory and it remains fully relevant to actions under the U.S. policy. Traditionally,
‘Legitimate Authority’ required the decision to go to war be taken by “that person or
body of persons generally recognized, by virtue of position in the social framework to
possess authority to make such a declaration.”75 The moral sensibility of this
requirement stemmed from the notion that the sovereign authority was in the best
position to weigh the costs and benefits of going to war.
The decision to launch a lethal ARPA strike under the U.S. policy is no less
significant than the decision to go to war.76 In fact, launching an ARPA into the
sovereign airspace of another state, with the intent of attacking a target resident within
that state, constitutes an act of aggression—act of war—under international law. The
actual attack simply aggravates the initial aggression. While this act of aggression may
be legally justified under the rules of Inter-state self-defense or viewed as a de minimis
violation of sovereignty by the international community, the moral basis for ensuring
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such a serious decision is only taken by an appropriate sovereign authority remains fully
intact. In a democratic society, this ethical consideration should also act to ensure the
official who makes the decision is held accountable to the citizens. Through this check
on power, the deciding official’s values, beliefs, and morals should remain relatively
consistent with those of the citizenry.
Independent Oversight
To ensure accountability, the President should appoint an independent high-level
civilian official to review all lethal ARPA strikes after they have been completed. This
official should be independent of the government officials who authorize the attacks and
the military ARPA operators and commanders who carryout the strikes. The purpose of
this review is to ensure the attacks comply with all the legal requirements and conform
to the intent of the policy.
Adherence to Intent of Policy
The intent of a public policy should be morally commendable; and, all actions
taken in accordance with a policy should be aligned with the original, morally
commendable, intent. A morally commendable public policy should effectively address a
legitimate public need in a manner consistent with the enduring beliefs, values, laws,
and ethics of the community77 with the least expenditure of time, life, and money.”78 At
the national level, public policy should also forward national interests.
When considering action under the U.S. policy, officials must first question
whether the policy is the right tool to use (i.e. was it intended to apply to the situation
under consideration) and then whether the actions proposed are consistent with the
original intent. There are a number of limiting features in the language of the U.S. policy.
For example, it only applies to terrorists who pose a continuing, imminent threat to U.S.
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persons. Two other significant limiting features are the requirements to determine arrest
or capture is not feasible and that no lesser reasonable alternatives exist to remove the
threat. In essence, morally commendable action under the policy is severely limited by
the necessity to act only in self-defense after ruling out arrest or capture.
Just Cause
Actions taken pursuant to the U.S. policy should constitute a ‘just cause.’ That is,
the basis for the use of force must be morally just. It is uncontroverted that the single
greatest duty of a state is the protection of its population, territory, and political
sovereignty.79 However, this duty does not give states carte blanche justification to
pursue aggressive polices. States must still act lawfully within the international arena,
which means they can only respond to aggression in self-defense. In the context of
states protecting their interests through the use of force Cicero states, “the only excuse
for going to war is that we may live in peace unharmed.”80
Only a slight rephrasing of Cicero’s quote, ‘the only reason for using force
against another, is that we may live in peace unharmed,’ provides a sound starting point
for defining the moral expanse of ‘just cause’ under the U.S. policy. Conceptually,
terrorism will never be ‘defeated’ as most people understand the term. Victory, as an
historically understood ideal—with ticker-tape parades, peace agreements, and a
complete cessation of hostilities—is not achievable in terms of countering terrorism.
Rather, the objective of the state should be to ensure its citizens can go about their daily
activities unmolested by the fear or harm of terrorism.81
Informed by this standard, a ‘just cause’ should limit state action under the policy
to those situations in which the presumption against lethal force is overridden by
considerations of self-defense.82 Considerations in this analysis should include, “the
20

defence of the innocent against armed attack, the recovery of persons or property
wrongly taken, or the punishment of evil.”83 There is also good reason to consider the
deterrent effect such strikes may have on acts of future terrorism, as part of the ‘just
cause’ calculation.84 For example, Michael Walzer has opined that ‘preventive force’
may be justified when “dealing with a brutal regime that has acted aggressively or
murderously in the past and gives us reason to think that it might do so again.”85 Just
causes within the scope of this policy would not include animosity, retribution, revenge,
vengeance, or an intention to skirt the criminal justice system.
Liability of Terrorist to Attack
Under the U.S. policy, terrorists should only become liable to attack when they
cease to be ‘innocent’. ‘Innocent’ in this usage is a term of art applied to people who
have “done nothing, and are doing nothing, that entails the loss of their rights,”
specifically, in this case, the right not to be lethally attacked. 86 Individuals become liable
to harm when their activities unjustly pose a threat of harm to others. They become
liable to lethal attack when their activities pose an unjust, imminent threat of death or
serious bodily harm to others. Under the U.S. policy, terrorists become liable to lethal
attack when their actions pose a continuing, imminent threat to U.S. persons.
Consequently, prior to launching an attack under the U.S. policy, officials must be able
to articulate what actions the targeted individual undertook to make him liable to lethal
attack.
Proving liability is difficult, especially in counterinsurgency and counterterrorism
operations.87 The U.S. policy states that lethal force will only be used against targets
that pose a “continuing, imminent threat to U.S. persons.”88 The quantum of evidence
required to reach this conclusion is not further specified. However, a morally
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appropriate standard should at a minimum include a quantum of evidence from which a
reasonable person knowing the facts and circumstances at hand would conclude that;
1) the targeted individual is an “operational combatant seeking to do harm;”89 “part of
the operational terror chain;”90 or, “actively involved in acts of terrorism;”91 2) the
targeted person will pose a continuing threat of attack to U.S. persons until removed; 3)
the activity of the targeted person poses an imminent threat of attack to U.S. persons; 4)
no lesser means than lethal force are available or sufficient to remove the threat.
Liability of Third Party State to Violations of Sovereignty
States too can become liable to uses of force within their sovereign territory
through their actions or lack thereof. Within the international community, states are
possessed of rights and expected to abide certain defined duties and obligations to
other states. The principle of non-intervention in states’ sovereign rights—“territorial
integrity and political sovereignty”92—is considered the heart of modern Inter-state
relations.93 State’s, in short, are expected to respect one another’s sovereign rights. 94
As Jeff McMahon aptly points out in his book Killing in War, rights “may be overridden
by other morally significant considerations” such as protecting a stronger right or
preventing a greater harm.95 As such, a state may become liable to attack in selfdefense if it is an unjust aggressor.96 Or, a state may become liable to uses of force by
another state in self-defense when the first state is “unwilling or unable to stop armed
attacks” from being launched from within its territory against the territory or citizens of
another state.97 Under these circumstances, an aggrieved state would be morally
justified to use lethal force in self-defense, so long as the force used was necessary and
proportional. The key moral consideration is to ensure the U.S. duty to protect its
citizens outweighs the other state’s sovereign right of non-intervention.
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Last Resort
A lethal ARPA strike should not be employed when reasonable, non-lethal
means exist to subdue or eliminate the threat short of deadly force. Last resort is a
traditional just war concept of the jus ad bellum. It stands for the proposition that before
unleashing the unpredictable horrors of war, statesmen consider, and undertake when
feasible, reasonable lesser means of achieving their objectives. The concept of last
resort remains applicable to lethal ARPA strikes for two important reasons. First, it
ensures the right to life of the target has been fully weighed against the duty of the state
to act. Second, a lethal ARPA strike into another state may be considered an act of
aggression—an act of war—by other states in the international system. Before
embarking on a course that endangers life, states owe an obligation to all those at risk
to fully explore less drastic options.
Probability of Success
Before authorizing a lethal ARPA strike under the U.S. policy, officials must
determine the strike has a high probability of success. In traditional just war terms
measuring the probability of success is a consequentialist exercise in weighing the
costs and benefits to the state of going to war.98 Traditionally, success or failure in war
could be defined with a certain level of definitiveness, the occupation of land or the
defeat of an adversary. Success or failure could also be predicted with some certainty
based on conventional force comparisons. However, in counterterrorism operations the
definition of success is arguably more elusive, as is the prospect of accurately weighing
the costs and benefits of a lethal ARPA strike.
Defining success is critical in counterterrorism operations, especially when the
use of lethal force is contemplated. Is success for a lethal ARPA strike defined as the
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elimination of a single terrorist? If so, based on a cost-benefits analysis the probability of
success is very high for the majority of lethal ARPA strikes. However, if the definition of
success is broadened to include requirements such as, not alienating the population
living in proximity to the strike area, not alienating the state whose sovereignty was
transgressed, or not potentially diluting international norms of state conduct, success
takes a very different form.
From a moral perspective, calculating the probability of success for a lethal
ARPA strike requires application of more than the traditional consequentialist, costbenefits analysis. Officials may need to question whether the operation will do more
good than harm (Utilitarian Approach); whether it equitably balances the rights of
stakeholders (Rights Approach); or whether it bests serves the needs of the U.S.—or
even the international—community (Common Good Approach).99 Depending on the
circumstances, there may be other ethical lenses applicable to the assessment.
Expected Harm
The expected harm of launching a lethal ARPA strike should be balanced against
“the value or importance of achieving the just cause” for which the strike is being
waged.100 The strike, if it is being justly pursued, “should bring about more good than
harm.”101 This is a classic utilitarian approach to evaluating options and it remains a
valid ethical consideration when determining whether to launch a lethal ARPA strike.
Valuating the anticipated harm—and good—of a lethal ARPA strike under the
U.S. policy is extremely difficult. Traditionally, anticipated harms could be calculated
using primarily tangible categories, such as casualties, economic loses, and war
expenditures. In the modern fight against terrorism, however, calculating the anticipated
harms of a lethal ARPA strike requires assessing many intangibles, such as how the
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strike will affect key stakeholders’ ideology, public opinion, terror organizations’
recruitment efforts, etc. Like counterinsurgency, combating terrorism cannot be
accomplished solely by kinetic means.102 Significant non-military efforts must focus on
changing the attitudes of the terrorists and their sympathizers. Where non-military
efforts, such as economic, educational, or employment efforts are likely to be effective
in diminishing terror oriented ideology, constraints on the use of an ARPA strike should
be seriously considered.
Necessity
Necessity is a moral pillar common to all three traditional paradigms and should
remain a pillar of any ethical framework pertaining to the use of lethal ARPA strikes
under the U.S. policy. In the just war tradition, a morally permissible attack is one that
“is necessary to compel the submission of the enemy with the least expenditure of time,
life, and money.”103 In law enforcement, necessity stands for the proposition that lethal
force will only be used when no other means exist to prevent a loss of life or serious
bodily harm.104 Finally, in Inter-state self-defense, necessity limits the use of lethal force
to only those situations necessary to prevent an imminent, unjust attack on the
population, territory, or government of a state. Taking into consideration the express
language of the policy and these normative standards, a morally just use of lethal force
under the policy should, at a minimum, be born of an articulable necessity to remove a
continuing, imminent unjust threat to U.S. persons, “with the least expenditure of time,
life, and money”105 in circumstances where lesser means are infeasible or insufficient.
Necessity under the U.S. policy would limit lethal strikes to imminent threats of
“operational combatant[s] seeking to do harm” to U.S. persons.106 This would include
those terrorists “directly involved” in conducting attacks, including but not limited to
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those preparing the means of attack; planning the attack; or carrying the supplies for an
attack.107 It would not however, countenance attacks on those “indirectly involved” such
as those providing funding, calling for attacks (free speech), or supplying the food stuffs
all humans require for subsistence.108
The ethical parameters of necessity are specifically designed to place significant
constraints on government action. The questions that should be asked to confirm the
necessity of employing lethal force are myriad; as such the following represent only a
small example. Officials, for instance, should consider the possibility of a peaceful
resolution (e.g. capture or arrest), the nature of the possible harm, the U.S. objective(s)
to be achieved, and the likelihood of an ARPA strike effectuating an effective
intervention. Officials should also question whether the course of action improves the
odds of protecting innocents; whether other courses of action might reasonably
eliminate or negate the threat posed by the terrorist, whether “the action is really helping
to defend” U.S. persons,109 whether the action will really save the lives of U.S.
persons,110 whether the contemplated force is necessary to the mission at hand, and
whether an “alternative act or activity (including refraining from any act or activity,
respectively) would expose the lives or well-being of the citizens of the state, including
its combatants, to greater danger.”111
Distinction
The principle of distinction is another pillar common to all three traditional
paradigms. It too should remain a pillar of consideration under any ethical framework
pertaining to the use of lethal ARPA strikes under the U.S. policy. In the just war
paradigm, distinction stands for the proposition that innocent civilians are never liable to
attack unless or until they are found to be directly participating in hostilities.112 In the
26

Inter-state self-defense and law enforcement paradigms, actions in self-defense are
limited in scope to liable actors. All three traditional paradigms are designed to protect
innocent, i.e. non-liable, civilians from harm.
Distinction lies at the very heart of the protections afforded by all three
paradigms. There are times, however, when civilians may become, through their own
conduct, liable to attack. In law of war parlance these civilians are labeled as ‘civilians
directly participating in hostilities’. The “relevant distinction” between innocent civilians
and civilians directly participating in hostilities is often quite indistinct. Those who carry
arms openly or through other conduct indicate they are directly participating in hostilities
are easily distinguished. Participation in hostilities becomes more difficult to distinguish
as the continuum moves from those civilians openly carrying arms, to civilians
participating in covert operations, to those who participate in the production or
preparation of terror materials, to those who supply the terrorists’ basic needs. At the
lower end of the continuum, Michael Walzer draws the line of distinction between “those
who make what soldiers need to fight and those who make what they need to live, like
all the rest of us.”113 The latter are immune from attack while the former may be attacked
for such time as they actively participate in hostilities. In the law enforcement paradigm,
civilians would only become liable to a use of force if they interfered with officers in the
official performance of their duties. In similar fashion, civilians would have to exhibit
some level of direct threat to a state before they could be subjected to a use of force in
an Inter-state self-defense scenario. In other words, morality requires the protection of
innocent civilians up to the point at which the civilian becomes liable to a use of force
through their own unjust threatening conduct.
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Proportionality
The principle of proportionality is the third pillar common to all three traditional
paradigms. It too remains fundamental to any ethical framework pertaining to the use of
lethal ARPA strikes under the U.S. policy. The general intent of the rule is to reduce
foreseeable but unintended harm to innocent individuals. The concept of proportionality
differs substantially between the three paradigms. In just war theory, proportionality
weighs “the mischief done” (“harm to individuals” and “injury to the permanent interests
of mankind”) against the “contribution that mischief makes to the end of victory.” 114
Proportionality in a wartime context focuses on avoiding harm to the person and
property of innocent civilians not the combatant. Proportionality under war rules is
relatively permissive.
The concept of proportionality is much more restrictive in the areas of law
enforcement and Inter-state self-defense.115 In Inter-state self-defense, proportionality
limits the use of force to that which is reasonably necessary in scope and duration to
quell the threat. It values the life and property of both the threat and innocent
bystanders. However, it recognizes the possibility of collateral harm to innocents (in
proportion to the harm avoided). In the law enforcement context, proportionality is best
described as a force continuum. Its purpose is to prevent undue force being applied
against the threat (it is assumed no force will be applied against innocent civilians).
Proportionality under the law enforcement paradigm is the most restrictive.
For lethal ARPA strikes undertaken pursuant to the U.S. policy, considerations of
proportionality should be assessed along a sliding scale. Currently, few, if any, attacks
under the U.S. policy should be considered as true wartime missions to which the law of
war and just war frameworks would apply. Gaining and maintaining popular support is
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critical to the long-term goal of reducing terrorism. The ability of the U.S. government to
impede avenues of funding, recruitment, and popular support to terror activities is
directly related to how affected populations perceive U.S. actions. Employing excessive
force or causing significant collateral damage during a mission may be
counterproductive to the long-term strategy of weaning individuals away from the lure of
direct or indirect support to terrorism.
For this reason, the less permissive proportionality constructs of Inter-state selfdefense or law enforcement should be considered as the normative moral standards for
most attacks carried out under the U.S. policy. Under these two standards, attacks may
only be launched against liable individuals. Proportionality restrictions diminish based
on the type of threat the liable individual poses.116 As Jeff McMahon explains, a fully
“Culpable Threat” is a person who poses a threat of wrongful harm to others and [has]
neither justification, permission, nor excuse.”117 Because these individuals pose a
“Culpable Threat” they are “fully liable to necessary and proportionate defensive
action.”118 Under this construct, it may be reasonable “to inflict a significantly greater
harm on a Culpable Threat” to prevent that threat from “inflicting a lesser harm on an
innocent victim.”119 Restrictions on proportionality are “thought to be particularly weak in
the case of lethal threats.”120 Following this line of analysis, lethal ARPA strikes pursuant
to the U.S. policy may be considered morally just when the target can be proven to be a
fully “Culpable Threat” in the process of launching an imminent lethal attack.
Additionally, when assessing proportionality under the U.S. policy, considerations
of collateral damage should not be thought of as a simple balancing of necessity and
foreseeable but unintended harm in the traditional sense. The value of the U.S. policy
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lies in its preventive nature. It is designed to eliminate the terrorist threat, using either
non-lethal or lethal means, before the terrorist strikes. “Since the prevention of [an]
imminent threat is not as clear, the bar of collateral damage” in these cases must be
“much higher.”121 In actions against terrorists not in the throws of an attack,
proportionality considerations may dictate canceling or postponing the operation until
more favorable circumstances exist. Alternatively, the U.S. could warn civilians in the
area of an imminent ARPA strike and provide them time to leave the area. This, of
course, has the downside of tipping-off the terrorist.
Humanity
The U.S. policy, intentionally or otherwise, sets the principle of humanity as a
condition precedent to lethal attacks taken under the policy. It is, as such, a critical
moral consideration when determining who may constitute a legitimate target for a lethal
ARPA strike under the U.S. policy. The moral principle of humanity can be broadly
interpreted as protecting human dignity and preventing or alleviating human suffering.122
The eminent Swiss jurist, Jean Pictet, interpreted humanity within the law of war
construct to mean that “capture is preferable to wounding an enemy, and wounding him
better than killing him; that non-combatants shall be spared as far as possible; that
wounds inflicted be as light as possible, so that the injured can be treated and cured;
that wounds cause the least possible pain; that captivity be made as endurable as
possible.”123 His conceptualization of humanity captures the essence of the moral ideal
both in and out of conflict.
The moral concept of humanity should stand as a reminder that “no human being
is excluded from moral concern.”124 When states must use lethal force to protect their
citizens, humanity requires consideration be given to the natural rights—life, liberty, and
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the pursuit of happiness—of others who may be harmed by the attack. It should be
remembered that the “duty of protecting human dignity is not only a source of obligation
to fight against terror, but also a source of constraint on what the state does within the
framework of its fight against terror.”125
Conclusion
The “situation of armed conflict does not provide a ‘license to kill’ . . . On the
contrary, the destruction of basic values, such as life, health, or property . . . remains
prohibited in principle . . . but can be exceptionally justified.”126 This quote by Fritz
Kalshoven stands as a stark reminder that intentional killing is an ‘exceptionally justified’
deviation from morally acceptable conduct, even in the extremes of war. The
Presidential Policy Guidance sets in place sound standards and procedures to ensure
that U.S. decisions to employ lethal force under the policy comply with international and
U.S. domestic laws. However, as with any law or policy, there will always be times when
guidance is inadequate to the occasion, and choices among competing lawful options
are not clear. This is especially true when one must consider whether taking a life or
harming another person is justified. In these instances, decisions require heightened
ethical scrutiny to ensure the contemplated act is morally just under the prevailing
circumstances and the explanatory power of the proffered justification fully resonates.
Building a complimentary ethical cannon to the U.S. policy ensures the intricacies of the
policy are fully understood by Administration officials and military advisors/operators so
they can make the best decisions under the most trying of circumstances.
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