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The Role of Cyber as an Instrument of Power

(7063 words)

Abstract

Cyberspace is a hyper-integrated borderless domain upon which the United States
relies on for everything from providing the basic elements of life to its citizens to
ensuring free trade and global commerce. The United States should develop a
comprehensive whole of government cyberspace policy not only to elevate cyber power
to a recognized instrument of national power, but also to establish a national-level cyber
organization to develop and apply a cogent, synchronized cyber strategy to take the
lead in safeguarding the cyber commons. This comprehensive approach is necessary in
order to align and synchronize government efforts and to secure American interests at
home and abroad. In the 21st century national and international stability rely on a safe
and secure cyber commons. The United States and other nations require freedom of
navigation within the cyber domain in order to maintain stability and to project power to

secure national interests and maintain national and international order.



The Role of Cyber as an Instrument of Power

An effective strategy is like a symphony performance resulting from the guiding
hand of the maestro and the combined efforts of the musicians. The achievement of
national interests requires an analogous combination of policy guidance and strategies
to combine all the instruments of national power. This paper explores how a more
coherent national cyber policy can contribute to the development of effective strategies
to better achieve U.S. interests. This paper argues that in the dynamic 215t century
environment, where cyberspace permeates nearly every aspect of human existence,
the United States should establish a policy to leverage cyberspace in the attainment of
national interests. Such a policy would recognize cyber as an instrument of national
power, call for the establishment of a single cyber organization within the executive
branch, and embrace a U.S. global leadership role for safeguarding the cyber
commons.

This paper explores this idea in four parts. First, this paper examines the
definitions of cyber, cyberspace, and cyber power, followed by a discussion of the role
of cyber power as an instrument of national power. Second, it discusses why a single
executive branch organization should lead and integrate cyber activities to attain
national interests. Third, it outlines the U.S. role in safeguarding the cyber commons. It
concludes with a brief discussion of the application of cyber power in achieving U.S.
interests. The purpose of this examination is to generate further discussion and
illuminate a more relevant conception of the application of cyber power and cyber

strategy (see Figure 1).
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Figure 1. Cyber Lines of Effort

Cyber, Cyberspace, and Cyber Power

To frame the discussion, this paper first defines a few key terms: cyber,
cyberspace, and cyber power. Defining these terms helps to develop an understanding
of the nuances associated with cyber terminology. A common lexicon contributes to
developing a clear conceptualization of cyber and assists with determining how differing
conceptions shape the use of cyber at the individual, state, and international level.

What Is Cyber

In the modern age, we hear many words incorporating the terms cyber:
cyberspace, cybersecurity, cyber-attack. Fans of “Doctor Who” are even familiar with
“Cybermen.” But what is cyber and how does the word cyber differ from its use as a
modifier in the words listed above? This paper will focus first on defining the terms
cyber, cyberspace, and cyber power. The Oxford and Cambridge English Dictionaries
have similar but not identical definitions of the term cyber. Using both definitions with
slight modifications, this paper defines cyber as all those things involving computers,
information technology (IT), virtual reality, and its relating culture.* Cyber activities
include the physical network, logical network, persona aspects, and cognitive

dimension.



Cyberspace

There are many definitions of cyberspace within the international community.
These definitions help frame how nations consider cyberspace and therefore has
implications for the development of cyber policies and strategies.? To help understand
the concept of cyberspace, we will look at several definitions from other nations and
then discuss how the United States currently defines cyberspace. The United Kingdom
defines cyberspace as encompassing “all forms of networked, digital activities; this
includes the content of and actions conducted through digital networks.” The Canadian
definition states that cyberspace is “the electronic world created by interconnected
networks of information technology and the information on those networks.” Canada’s
Cyber Security Strategy goes on to say, “It is a global commons where more than 1.7
billion people are linked together to exchange ideas, services, and friendship.”™ Australia
once preferred the term Internet instead of cyberspace.® But in 2016, Australia’s Cyber
Security Strategy transitioned to the term cyberspace.’

The United States views cyberspace in a context closely related to its western
partners. The 2009 U.S. Cyberspace Policy Review identified cyberspace as the
“globally-interconnected digital information and communications infrastructure [that]
underpins almost every facet of modern society...”® Its common use refers to
interactions between people, the exchange of information, and virtual environments.®
The U.S. Department of Defense (DoD) definition of cyberspace draws from the
definition in the U.S. National Security Presidential Directive 54/Homeland Security
Presidential Directive 23 (NSPD-54/HSPD23)*. According to Joint Publication (JP) 1-
02, DOD Dictionary of Military and Associated Terms, cyberspace is “a global domain

within the information environment consisting of the interdependent network of
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information technology infrastructures and resident data, including the Internet,
telecommunications networks, computer systems, and embedded processors and
controllers.”! Although all of these definitions are useful in trying to understand exactly
what cyberspace it, each of them has limitations.

China and Russia do not use the term cyber, preferring the term
“‘informationization.”? This terminology difference indicates the variance in how China
and Russia view the man-made artificial domain the west calls cyberspace and how it
conceptualizes and employs it. This variance in terminology highlights their focus on
“‘information” and the digital world as a medium to pursue an information advantage vice
the more western view of the physical implications of cyberspace.*® Russia even
considers the threat of “information weapons” in some of its strategy documents.

Understanding these views leads us to the realization that cyberspace is more
than a domain consisting of objects through which information flows. In the modern age,
cyberspace is a pervasive environment that touches almost all aspects of human
existence. Cyber activity is the interplay that occurs between the physical and logical
components, the individual human being, and the cognitive sphere. It occurs
predominantly in cyberspace but cyber activity can achieve effects outside cyberspace.
It influences cognitive thought, how individuals and groups evolve, and how and where
societies form. It is a digitalized “living organism” in which billions of people work and

play.** It is also a source of identity, wealth, and power.

Cyber Power

Cyberspace influences all aspects of the environment: individual, societal, geo-
political, and geo-economic, and cognitive. In ancient Greece, the politician

Themistocles stated: “He who controls the sea controls everything.”*® In the cyber age,
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it is arguable, that whoever controls cyberspace, can control the world. Therefore, cyber
power is the ability to control cyberspace. In 2009 the U.S. National Defense University
(NDU) defined cyber power as “the ability to use cyberspace to create advantages and
influence events in the other operational environments and across the instruments of
power.”t® This definition, however, does not consider the implications of creating effects
within cyberspace and how that might also garner power. Another definition is that cyber
power is the process of converting information into strategic effect.'” While cyber power
does not have a common definition, both cyber power definitions emphasize how the
use of cyber power can fulfill the ends of a strategy. It is not simply a medium for
asserting power. In a digital world, where more than half of humanity is connected (and
the percentage increases every day), the individual, group, or state that can control
cyberspace possesses extraordinary power.!® This power is built through physical and
logical networks, perceptions, and intellect. Cyber power can attain national interests
through influence, control, and manipulation or through physical, social, and mental
destruction. Cyber power is the ability to control cyberspace; more specifically, it is the
ability of a nation to secure and safeguard cyberspace, lend confidence to its citizens in
the security of that space, and project power through that space.*® It adds weight to a
state’s diplomatic, economic, and military power.?°

Cyber as an Instrument of National Power

The world has transitioned from the Information Age of the 1970s to the Cyber
Age of the 215t century. Within cyberspace, actors may wage wars, destroy
infrastructure, and convey messages to achieve an objective. Governments,
businesses, transnational actors, and individuals all use cyberspace. It is more than just

the medium for utilizing the information instrument of power. Indeed, cyberspace

5



transcends any one instrument of national power as seen in events such as Stuxnet,
WannaCry, not Petya, intellectual property, and identity theft. For example, North Korea
is relying increasingly on cyber power and views it as a low-cost and tailored instrument
of national power. North Korea is using cyberspace to produce income alongside its
desired political, information, economic, and financial outcomes.? This pervasive nature
of cyberspace and its unique capabilities warrant consideration of cyber power’s
elevation and recognition as an instrument of national power.?> A more comprehensive
approach would adapt the U.S. instrument of power lexicon mnemonic diplomacy,
information, military, and economic to include cyber power as an equal instrument of
national power; DIMEC or DIME-FILC.? Such a designation would enable its more
effective application in achieving national interests.?*

National Power

According to Joshua Goldstein, “Power is often defined as the ability to get
another actor to do what it would not otherwise have done, or not to do what it would
have done.”® Additionally, Karen Mingst offers: “It is the ability to control outcomes that
would not have occurred naturally.”? National power is the sum of all resources
available in the pursuit of an outcome and is derived from various “national” elements
such as geography, resources, and population as well as “social” elements to include
economic, political, military, psychological, and informational. 2” Today both states and
non-state actors wield power. However, power exists only in relation to how a state or
non-state actor perceives such power. Power also depends on an actor’s ability to use
such power to influence another actor to bend to its will. The instruments of national

power are a construct used to help conceptualize the resources a nation has available



to achieve policy objectives.?® They assist policy-makers in developing strategies to
achieve national interests within the international environment.

The United States, and in particular the U.S. government, generally subscribes to
the idea that national power consists of four instruments: diplomacy, information,
military, and economics, commonly referred to as DIME.?* Contemporary U.S. national
security policy thinking expanded the instruments of power to include Finance,
Intelligence, and Law Enforcement, DIME-FIL.*° It is the effective integration and
employment of these instruments that determines the U.S. ability to achieve national
strategic objectives and advance U.S. interests.®* The military instrument of power can
be applied across the land, air, sea, space, and cyberspace domains. These domains
are environments through which the United States defends and projects military power.

Currently, cyber power is viewed as a subcomponent of military power, employed
at the President’s direction. Military power then integrates with other instruments of
national power to advance and defend U.S. values, interests, and objectives. This leads
to a myopic approach to the application of cyber power through a military lens, as
opposed to a more panoptic approach integrating the diverse aspects of cyber power.

Cyber Power and the Instruments of National Power

Unlike land, sea, and air domains where power is applied through military force,
the power diffusion and ease of access of achieving effects in the cyber domain extend
it beyond a purely militarily application. State and non-state actors are using cyber
power as “a low-cost tool of statecraft” to achieve virtual and physical effects that impact
finance, commerce, politics, and society, and “to achieve strategic objectives.®? The
multitude of diverse effects contributes to cyber power’s influence. Therefore, the

magnitude of cyberspace’s impact, and by extension cyber power, warrants additional
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consideration when discussing national interests and the application of the instruments
of national power. This section compares cyber power with the other instruments of
national power and contends that cyber power is on par with the military, economic, and
diplomatic instruments of national power.

Carl Priechenfried argued that the changing character of conflict warrants the
modification of the instruments of power.** However, cyberspace is doing more than just
changing the character of conflict, it is changing the character of human existence. 21
century communities with limited access to the basic elements of life, such as water,
healthcare, and reliable electricity, possess cell phones with internet access. Today,
activities in cyberspace produce implications across the geo-political spectrum. The
Director of National Intelligence, Daniel R. Coats, testified before Congress that,
“adversaries and malign actors will use all instruments of national power—including
information and cyber means—to shape societies and markets, international rules and
institutions, and international hotspots to their advantage.”* Cyberspace affects how the
United States and other actors conduct diplomacy, exchange information, employ
military capabilities, and supports economic activities. These implications require
consideration and synchronization when applying each of the instruments of power.

(see figure 2).%
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Figure 2. Cyber Is a Standalone Instrument of Power and Buttresses Each Instrument of
Power

Cyber and Diplomacy

Diplomacy is “the formation and execution of foreign policy on all levels, the
highest as well as the subordinate.”® The U.S. House of Representatives passed The
Cyber Diplomacy Act of 2017, which is currently under review by the Senate Committee
on Foreign Relations. This Act demonstrates the criticality of cyber activities to the
United States. Its designation of an “Office of Cyber Issues” within the Department of
State (DOS), responsible for leading diplomatic cyberspace efforts highlights the
significant role cyber plays in the international community.®” This Act calls for a
congressionally mandated and Senate-confirmed position as the head of the
Department of State Office of Cyber Issues and highlights the prominence cyber
activities play in world power politics.3®

Cyber and the Military

Historically, the basis for a state’s power resided in its military strength. Today,
however, the interdependencies associated with cyberspace extend its effects beyond
solely military applications. This is because the greatest threats in cyberspace span the
spectrum of human activity. They are not solely from the military, but also emanate from
intelligence services, criminals, and hackers. The threats target not only governments
and the military, but business, industry, and individuals as well.*®* Governments should
consider these evolving threats, opportunities, and risks when discussing cyber as an
instrument of power in a whole of government discussion. The ability of states and non-
state actors to hold non-military entities as a “cyber hostage” generates its own unique

form of power that can have both physical and psychological effects.



Cyber and Economics.

While hardly mentioned in National Security Strategy (NSS) documents prior to
1987, economic security considerations have gained prominence. This transition to
include an economic dimension in U.S. National Security Strategy recognized the
changed perceptions of national power over time. Increasing economic
interdependence led to the importance of economics as an instrument of national
power. Like American economic well-being, American cyber well-being is similarly
important. In the modern world, cyberspace underpins the economy and economic well-
being. This is particularly the case as individuals, non-state actors, and even some
states are transitioning to economies that are reliant on cyberspace. Therefore, cyber
power, like a strong domestic economy, can produce soft-power within international
politics.

Cyber and Information

Of the four, information is the instrument of national power that has most recently
come to the fore.* Its addition to the national security lexicon demonstrates how the
instrument of power model changed with the advent of the Information Age. Its inclusion
highlighted the reliance on technology in employing the nation’s security strategy to
achieve U.S. interests. While there is no universal definition of the information
instrument of national power Drs. Dan Kuehl and Bob Nielson describe the information
instrument as: “Use of information content and technology as strategic instruments to
shape fundamental political, economic, military, and cultural forces on a long-term basis
to affect the global behavior of governments, supra-governmental organizations, and

societies to support national security.”*?
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The DOD JP 1 discussion on the “informational” instrument of national power
focuses predominantly on written and spoken messages, and images that communicate
DOD intent.** However, neither definition reflects the current significance cyberspace
plays in daily life or its criticality in the modern age to current human existence. Both
definitions reflect a time when information technology was predominantly a medium for
the transmission of messages. While the information instrument of power operates in
cyberspace, cyber power is not synonymous with the information instrument of power.

The information instrument is ultimately about the conveyance of thoughts and
ideas and the ability to influence a person or group of persons. Like Diplomacy, the
information instrument may be a source of soft-power. According to political scientist
Joseph S. Nye, soft power is the ability to achieve preferred outcomes through co-optive
means such as persuasion and attraction.** Conversely, hard power uses coercion and
payment to attain desired outcomes.** Cyber power can result in either soft power or
hard power.

As soft power, cyber power extends beyond the information instrument of power
and its use of words and ideas to convey messages. Cyber power influences not only
what we think but encroaches into how we think and the way we associate our
individual identities and social constructs. Cyberspace may even be changing the
structure of the human brain.*® This makes the potential application of cyber power even
more significant. The reliance on digital devices and connections, both physical and
virtual, is transforming society. Individuals are becoming dependent and even addicted

to the digital world. Cyber power may also be wielded as hard power.
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As hard power, cyber power manifests through the manipulation, denial, or
destruction of physical devices or logical code creating an effect inside or outside the
cyber domain.*” One example of the application of cyber power as hard power would be
undermining trust in financial markets. Contemporary financial markets require trust in
the integrity of its networked systems. If an actor weakens that trust by casting doubt on
the integrity of these systems, this could cause disruption in market operations. The
result would be severe financial impacts leading to an economic crisis and public panic.

The Nature of Power in Cyberspace

Power is what people believe it is. The reputation for power, in other words,
confers power on a nation-state regardless of whether that power is real or not.*® The
nature of power in cyberspace derives from its physical, virtual, and cognitive aspects.*®
Understanding this nature of cyber power is critical to understanding how to apply it.
Cyberspace has sociological, cultural, economic, and political aspects. These profound
attributes of the nature of cyber power show that cyber power is more than the
application of offensive and defensive capabilities by the military. As the NDU definition
states, cyber can be about influencing behavior, but this influence extends beyond the
DIME instruments of power. It is also about affecting, both physically and virtually, an
environment so pervasive that it crosses territorial boundaries and creates and
maintains its own societies.

Cyber is a virtual world that extends beyond the borders of sovereign nation-
states, where individuals and groups create their own unique social groups and
identities. Cyberspace creates a world unto itself, where individuals live, virtual societies

develop, and those who can control this virtual world yield power. Cyberspace is indeed
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pervasive, and to apply cyber power requires an understanding of the nature of power
within it.

Tim Jordan describes the nature of power in cyberspace as three intertwined
levels: individual, social, and societal, each infused by a different type of power.>° While
his view is very constructivist in nature, his ideas on the nature of power in cyberspace
assist in understanding the application of cyber power and its recognition as an
instrument of national power.

Jordan notes, first, that cyberspace is an individual tool. When considered as
such, cyber power appears as an individual possession, which then gives rise to issues
such as cyber-politics, privacy, encryption, and censorship. Second, he identifies
cyberspace as a social place, where communities exist. This is where cyber power
manifests as a technopower; those who can control and manipulate cyberspace and its
virtual world and technologies have greater freedom of action.

Regarding this form of cyber power, Jordan states that while cyberspace appears
to be an empowering medium to the individual, in reality, it is technologically
empowered elites that dominate it. Finally, it is possible to consider cyberspace in terms
of a society or digital nation. At that point, cyber power appears to the individual as a
means to a virtual life with similar commitments to groups and organizations as one
would recognize in the physical world.*!

The dynamic and pervasive nature of cyberspace and the existence of unique
societies within this space, outside of the territorial boundaries of sovereign nations, is
an additional justification for its consideration as a separate instrument of power. In the

215t century, he who wields power in cyberspace can very well control both the virtual
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and physical worlds. The evolution of the European Union (EU) illustrates how power is
contextual. This supranational regional organization developed through the
convergence of political and economic influences. The EU now transcends nation-state
territorial sovereignty and national psychology. Cyberspace is developing a
supranational dimension, as virtual organizations and societies develop and transcend
geographic boundaries. Violent extremist organizations are one example of such an
entity. Cyberspace is no longer merely a medium for the utilization of the instruments of
national power. It is a separate instrument which bears equal consideration when
projecting national power to further U.S. interests.

The routine interaction of the instruments of national power is fundamental to
U.S. activities in the strategic security environment. The United States Government’s
(USG) ability to achieve its national strategic objectives depends on employing the
instruments of national power in effective combinations and in all possible situations
from peace to war. The USG can use the cyber instrument of national power in differing
approaches that vary in purpose, size, scale, scope, risk, and intensity. Most cyber
activities occur below the threshold of armed conflict. Leaders must consider the
employment of cyber power in a complex, interconnected, and global environment
across a continuum, ranging from cooperation to competition, to armed conflict. Today
the careful integration of cyber power with other instruments of national power is
necessary to achieve U.S. objectives. A national-level, executive branch cyber
organization can align USG efforts in this regard.

A National Level Cyber Organization

The National Security Council (NSC) plays a key role in the integration of all

instruments of national power, facilitating presidential direction, cooperation, and unity

14



of effort. To accomplish this integration, the USG should establish a national level cyber
organization. The organization will interact with the other departments and agencies as
well as private industry to develop a mutual understanding of the capabilities,
limitations, and consequences of cyber actions and to identify the ways in which cyber
capabilities complement the application of the other instruments of national power.
Furthermore, this organization would be responsible for the synchronization and
integration of all aspects of cyber operations across the whole of government.

There is a case for a single organization responsible for synchronizing cyber
operations, developing U.S. cyber strategy, and coordinating cyber efforts across the
instruments of national power and with private industry. Currently, the responsibility for
cyber operations is distributed across the U.S. government and private industry. With
the threat of a cyber Katrina or a cyber Pearl Harbor rising in the wake of the growing
capabilities of state and non-state actors, it appears that it is only a matter of time until a
catastrophic event significantly affects the United States.>

The Current Government Organization

There is currently a myriad of government organizations responsible for
conducting cyber activities. This arrangement poses both opportunities and challenges.
The DoD, Department of Homeland Security (DHS), intelligence community (IC),
Department of Justice (DOJ), and DOS are only some of the government organizations
responsible for applying cyber power to achieve national interests. This diffusion of
responsibility has the potential to cause friction when attempting to create a unified
approach to cyber operations to deal with national security threats. The DoD is
responsible for military aspects, such as conducting cyber-attacks. DHS is responsible

for the domestic aspect, including protecting critical infrastructure. The Federal Bureau
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of Investigation (FBI) is responsible for the law-enforcement aspect along with other
federal and state government organizations, and the Department of State is responsible
for cyber diplomacy. Both the Under Secretary of Defense for Policy and U.S. Cyber
Command (USCYBERCOM) are responsible for aspects of DoD cyber operations. The
National Cybersecurity & Communications Integration Center (NCCIC) is responsible for
cyber within DHS, and the FBI has its own cyber-crimes division. The DOS had a cyber
coordinator, but Secretary Tillerson’s redesign eliminated the position. However,
congressional legislation could reinstate this capability.*

Currently, there is no single entity at the national level responsible for
coordinating and synchronizing cyber activities. In contrast, there is a national level
terrorism task force, the National Joint Terrorism Task Force (NJTTF) is responsible for
coordination of activities to combat terrorism, including oversight of the 104 FBI Joint
Terrorism Task Forces around the country and for regionally coordinating local, state,
and federal efforts to combat terrorism.>* There is also an Office of the Director for
National Intelligence (ODNI), which is responsible for leading and synchronizing
national-level intelligence activities.>® The White House appointed a Cybersecurity
Coordinator beginning in 2009, responsible for the development and implementation of
U.S. national and international cybersecurity strategy and policy.*® However, this
position has no prescribed authority over government agencies. With cyber’s capacity to
essentially shut down the United States, the lack of an authoritative unifying body
outside the NSC is concerning. In the 215t century, cyber activities underpin how a

nation conducts its daily business at home and abroad. Consequently, the United States

16



should establish a single national-level organization responsible for cyber activities and
the application of cyber power.

A Single Cyber Organization

Cyberspace is vital to the national interest and requires the coordinated
application of cyber activities by U.S. government departments and agencies. The
United States currently treats cyberspace as a domain for its military instrument of
power to use to achieve political objectives in times of conflict or crisis. The Department
of Homeland Security focuses on cybersecurity efforts and protecting critical U.S.
infrastructure. The intelligence community exploits cyberspace to collect foreign
intelligence and the Department of Justice conducts law enforcement activities. These
are all accomplished without concerted synchronization.

The events of 9/11 show the potential impact of having multiple organizations
and agencies operating independently and without coordination within the national
security environment.5” A review of events leading up to the 9/11 attacks demonstrates
the importance of having a single entity responsible for leading, integrating, and
synchronizing operations. Consequently, the 9/11 Commission recommended the
establishment of the ODNI to synchronize intelligence information and activities across
the U.S. government. Similarly, a single authority, with the responsibility and authority
for achieving unity of effort in cyber activities, would create efficiencies when dealing
with multiple organizations that share responsibilities for cyber activities within the
national security environment.

The Necessity of a Single Cyber Organization

While a single executive cyber office with directive authorities associated with it

may not be a panacea, it is certainly a step in the right direction. Secretary of State
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Tillerson’s removal of the cyber coordinator position and the subsequent House Bill
mandating the establishment of a DOS Cyber Issues Officer highlights the ramifications
of the disconnects regarding cyber activities across the government.®® A Center for
Strategic and International Studies (CSIS) Cyber Policy Task Force report highlights the
interdependencies amongst government agencies in attaining national cybersecurity
objectives.*® However, these interdependencies and U.S. interests related to
cyberspace extend beyond cybersecurity. They also include diplomacy, economic, and
military applications. Hence, the need exists not only for an executive level
cybersecurity organization but also for a single national level cyber organization
responsible for coordinating all cyber activities.

Securing the Cyber Commons

A theory or framework for understanding cyberspace as a new and unigue
aspect of the global commons can assist in shaping an approach to develop national
level policy. This section discusses some history of the term commons and explores the
consideration of cyberspace as a new form of commons.

The Global Commons

The geopolitical theorist Admiral Alfred Thayer Mahan originally identified the
term commons in his seminal work The Influence of Sea Power upon History 1660-
1783. Mahan stated, “The first and most obvious light in which the sea presents itself
from the political and social point of view is that of a great highway; or better, perhaps,
of a wide common, over which men may pass in all directions.”® Mahan highlighted the
benefits gained from these lines of communication and the power projection capabilities

a state could secure by dominating seaborne commerce.
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As Mahan advocated in 1890, the United States must look outward. Today the
United States should recognize the lines of communication that define the 215t century.
The security and stability of the United States depend on both access and protection
within cyberspace. As a great power, the United States must lead the way in this
endeavor. Barry R. Posen stated, “[Clommand of the commons is the key enabler of the
U.S. global power position. It allows the U.S. to exploit more fully other sources of
power, including its own economic and military might as well as the economic and
military might of its allies.”*

The United States has long safeguarded American lives and trade abroad and
protected access to the global commons. Military power has provided security and
prosperity for the nation and has protected the free flow of ideas, commerce, and
people around the world. The United States and the global community must have
unimpeded and assured access to cyberspace. In this interdependent environment, loss
of access would significantly affect the United States and its ability to provide critical
resources domestically and globally. Michele Flournoy, while serving as the
Undersecretary of Defense for Policy, recognized the critical importance and increasing
challenges associated with the cyberspace domain. She went as far as to state that,
“[W]e also see in some cases the rising tensions in the global commons...and we have
a strong economic interest and security interest in keeping those global commons open
and free from threat.”?

The Cyber Commons

A variety of practitioners, scholars, governments, and international organizations
have recognized the cyber domain as part of the global commons. However, there is

ambiguity, debate, and a lack of consensus regarding the inclusion and acceptance of
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the cyber domain into the global commons lexicon. Scholarly articles published by such
institutions as the Center for a New American Security (CNAS) include cyberspace as
part of the global commons.® Even the North Atlantic Treaty Organization (NATO) in its
Assured Access to the Global Commons Final Report identified the global commons as
“the ‘connective tissue’ of the vibrant global economy” and recognized that the global
commons comprised four domains: maritime, air, outer space, and cyberspace.® Both
former U.S. Secretary of Defense Robert Gates and the former Under Secretary of
Defense for Policy Michele Flournoy have echoed this inclusion of cyberspace as part of
the global commons.®

However, some academics such as Nye contest such a statement. Asserting
instead that cyberspace is at best an “imperfect commons” or a “common pool
resource.”® For the purpose of this paper, the term commons refers more closely to the
Mahanian view of a “great highway” or “a wide common, over which men may pass in
all directions.” In the 215 century, cyberspace presents itself politically, economically,
and socially as that of a great highway or a common. This is the context in which this
paper considers the cyber commons. Not as a common natural resource or common
birthright, but as a common man-made space, a modern great highway on which
diplomacy, military operations, economic activity, and society depend.

In order to protect U.S. interests at home and abroad, the United States must
safeguard and assure access to the cyber commons. As an interlinked domain,
cyberspace is critical to the prosperity and security of the United States and its allies.
Like the other domains it is vulnerable, but these vulnerabilities are unique. Its

ubiquitous nature, which integrates each of the other domains, and influences each of
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the other instruments of national power, should give cyber power the status of a
separate instrument of power. The ability to protect the cyberspace global commons is
paramount to the progress, well-being, and stability of the United States and the
international community.

The United States increasingly relies on the cyber commons for its daily activities
to provide the basic elements of life to its citizenry such as food, water, and energy. In
the 215t century, cyberspace has become the equivalent of the seas of yesteryear.
Similar to the seas, it is a space critical to international commerce and communication.®’
Today, securing U.S. interests includes the ability to freely navigate through the cyber
commons with the assurance that nefarious actors will not use this shared freedom to
do harm to the United States and its citizens.

The U.S. Role in Safequarding the Cyber Commons

Cyberspace is a complex system of systems that both private industry and
governments own and operate inside and outside sovereign state territory. Regardless
of ownership, in the 215t century nation-states and their citizenry require access and
freedom of navigation in cyberspace for finance, commerce, and the basic elements of
life. President Barack Obama proclaimed the digital infrastructure as a “strategic
national asset” and stated that “protecting this infrastructure will be a national priority.”¢®
To assure access the United States must extend its influence beyond its territorial
boundaries. As it secures the maritime domain through the projection of naval power
and as it secures its interests and allies abroad through U.S. military presence in over
170 countries, so too it must secure cyberspace.® In fact, U.S. Defense Secretary

Gates recognized the importance of safeguarding this 215t century “global commons”
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and identified the responsibility for protecting the cyber commons as a DoD key task in
a speech delivered at the Air War College in 2008.7°

In the 215t century, the security of territory and geographic borders cannot be the
United States’ only national security concern. U.S. interests are critically dependent on
the cyber commons. However, these commons are increasingly at risk and increasingly
contested. The United States must not only improve its own security in this domain. It
must also lead the international effort in safeguarding the cyber commons. Space and
cyberspace domains have significantly less governance than the sea and air domains.
Although the 1967 Outer Space Treaty governs the space domain and defines states’
rights to access and use space for peaceful purposes, cyberspace lacks such formal
governance.”

The construct of the cyberspace domain, in which data may reside and transit
across multiple sovereign boundaries in an instant, presents challenges requiring
concerted international effort to protect it. Cyberspace is the only commonly accessible
domain in which the burden of responsibility to provide security falls primarily outside
the government. Freedom of action and navigation in cyberspace are further
complicated by several factors, including the particularly high level of private ownership
of cyber assets. To assist in overcoming these issues requires institutionalized
cooperation like that of the sea, air, and space domains.

A strong, defensible cyber infrastructure fosters economic growth, protects U.S.
liberties, and advances U.S. national security.”? However, a strong and defensible cyber
infrastructure that does this goes beyond U.S. geographic boundaries. The United

States, as mentioned in the 2017 NSS, recognizes the advantages of strong relations
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with allies and partners, including within the cyber domain.” The United States, in
cooperation with its allies and partners, must project power through cyberspace to
secure the domain in the interest of protecting U.S. national interests as well as those of
its partners and allies.

The Application of Cyber Power

President Obama’s 2011 national level cyber strategy took a slightly different
approach than President George W. Bush’s 2003 strategy. The 2003 document focused
on U.S. cybersecurity in the context of defending the homeland and its infrastructure
while the 2011 strategy emphasized building international relationships.™ Since 2003
DoD and DHS have published cyber strategies reflecting their respective areas of
responsibility. However, these documents did not take a whole of government approach
toward integrating the instruments of national power to secure and safeguard U.S.
interests domestically and internationally.

In 2003 The National Strategy to Secure Cyberspace discussed international
counter-intelligence cooperation in response to cyber-attacks, cyber-crime, and
cooperation with industry partners.”™ However, the 2003 strategy lacked discussion on
how the United States should leverage and implement cyber power to secure and
defend its national interests at home and abroad. The 2011 International Strategy for
Cyberspace alluded to a U.S. leadership role for ensuring a “peaceful and reliable”
cyberspace.”® However, since its publication, the United States has only minimally
applied this proposed leadership role.

Cyber Power Applied: Developing a Cyber Strategy

There is no universal definition of strategy. U.S. JP 1-02 defines strategy as a

prudent idea or set of ideas for employing the instruments of national power in a
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synchronized and integrated fashion to achieve theater and multinational objectives.”” In
an age where everything is or will soon be interconnected, the impact of cyber on
strategy demands examination.

Timothy Thomas offers two definitions of cyber strategy. First, cyber strategy can
be the application of cyber technology and associated competencies to gain or maintain
a relative power advantage and control (both offensive and defensive) in a competitive
environment. Second, cyber strategy can be the achievement of cyber advantage and
control (both offensive and defensive), based on an analysis of the strategic
environment or situational context, through the thoughtful integration of cyber devices
and human cognition in accordance with policy and political goals.”

While the U.S. 2011 International Strategy for Cyberspace addressed the need
for capacity building and partnerships, it also re-affirmed a strong military role in cyber
activities and cyberspace security.” The strong military role annotated in this strategy
includes military partnerships in cyberspace security and the protection of U.S. critical
infrastructure. The reliance on the military in domestic and international cyberspace
activities inhibits the broader development of a comprehensive cyber strategy and the
integration of cyber power in a whole of government approach.

The 2015 U.S. NSS states, “Our influence is greatest when we combine all our
strategic advantages.”° In the 215t century, the ability to apply cyber power is certainly a
strategic advantage. The NSS goes on to say that, “[W]e will also leverage a strong and
well-regulated economy to promote trade and investment while protecting the
international financial system from abuse.”! These statements allude to the importance

of wielding cyber power in the 215t century. A safe and secure cyberspace environment
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underpins the economy, trade, and financial systems. Cyber influences and affects all of
a nation’s political and social aspects of power.

Applying Cyber Power within the Cyber Commons

Mark D. Young argues that, “The protection of vital U.S. interests in cyberspace
requires adjustments to the applications of all aspects of U.S. power.”®? He goes on to
state that the United States continues to limit itself based on its adherence to
geographic boundaries. Even in the interconnected world of the 215t century geography,
sovereignty and territorial boundaries still matter. However, it is important to make
special consideration of cyberspace’s capacity to transcend territorial limits.
Adversaries, in the form of both sovereign nations and criminals, do not adhere to the
same constraints of geographic territorial sovereignty in the borderless and ubiquitous
cyberspace.

The 2011 International Strategy for Cyberspace states the United States will
confront cyber challenges while preserving the core principles of fundamental freedom,
privacy, and the free flow of information.®® Power projection and the preservation of
American core principles are not mutually exclusive. Creating a national-level
organization responsible for simultaneous application through the inter-agency process
is an effective way to safeguard cyberspace.

Way Ahead

The United States should consider the far-reaching domestic and international
implications of cyber and consider how to integrate and synchronize cyber across the
instruments of power. The best approach to address cyber at its proper level of
importance in the global strategic dynamic is to elevate it to its rightful position as an

instrument of national power. It is important not to subordinate cyber activities to the

25



military instrument of power but consider instead its ubiquitous influence. Cyberspace is
more than a tool used for diplomatic, information, military, or economic purposes. Cyber
activities inform and shapes the development and application of a nation’s diplomacy,
information, military, and economics. The U.S. Government should create an
organization under the executive branch responsible for the development of the nation’s
overarching cyber strategy, integrate cyber power with the other instruments of national
power, and coordinate executive branch organizations to successfully implement that
strategy. Furthermore, the President should consider appointing the chief of this new
organization as an NSC permanent member instead of having a cyber policy advisor
and coordinator. This cyber director would be responsible for assessing and conveying
the application and implications of cyber on domestic and international issues,
integrating the cyber instrument of power within the inter-agency community, and
carrying out cyber policy initiatives. Finally, the United States should take the
international lead in safeguarding the cyber commons.

Conclusion

This paper has attempted to make clear the benefits to a broader U.S.
conception of cyber power and its subsequent application. To prevail in the modern
complex security environment, the United States requires comprehensive cyberspace
policies, strategy, and capacity to ensure access, project power, and defend against
emerging threats. Cyber power is more than deterrence and reaches beyond the DIME
conception of instruments of power. Cyber responsibilities exceed the application and
implications of cyber security and cyber defense. To properly apply cyber power and
secure the cyber commons, the United States must elevate the status of cyber power

from a subordinated instrument under the military instrument. The United States must
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synchronize and hone all activities with a cyber mindset to successfully ensure its
interests. This requires a national level, whole of government approach.

With the advent of cyberspace, a ubiquitous domain touching and encapsulating
the lives of over half of humanity with growing influence every day, the United States
must re-evaluate the current construct used to implement national policy and strategy in
pursuit of national interests. Cyberspace is more than a domain that must be either
defended or exploited to achieve a physical effect. To ensure the U.S. position in the
international system and guarantee attainment of U.S. interests in the cyber age, a
discussion of the role cyber plays in U.S. national strategy and in achieving national
interests is necessary. Based on the magnitude of its influence, the United States
should re-evaluate its current thoughts and methods toward cyber. This paper proposed
a 3-pronged approach based on the premise that in the current age cyber influences all
aspects of the environment: individual, societal, geo-political and geo-economic, even
human cognition (e.g. what and how we think). Therefore, in the dynamic 215 century
where cyber activity permeates nearly every aspect of human existence, the United
States should establish an approach to better leverage cyber in the attainment of
national interests. To do this the United States should recognize cyber as an instrument
of national power, establish a single organization within the executive branch
responsible for cyber, and take the international lead in safeguarding the cyber

commons.
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