Touch Points in Emerging
Capabilities: Cyber, Space, and
Special Operations
by
Colonel Mark E. Orwat
United States Army

United States Army War College
Class of 2014

DISTRIBUTION STATEMENT: A
Approved for Public Release
Distribution is Unlimited

This manuscript is submitted in partial fulfillment of the requirements of the Master of
Strategic Studies Degree. The views expressed in this student academic research
paper are those of the author and do not reflect the official policy or position of the
Department of the Army, Department of Defense, or the U.S. Government.

The U.S. Army War College is accredited by the Commission on Higher Education of the Middle States
Association of Colleges and Schools, 3624 Market Street, Philadelphia, PA 19104, (215) 662-5606. The Commission
on Higher Education is an institutional accrediting agency recognized by the U.S. Secretary of Education and the
Council for Higher Education Accreditation.

REPORT DOCUMENTATION PAGE

Form Approved--OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including
suggestions for reducing the burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway,
Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of
information if it does not display a currently valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY)

2. REPORT TYPE

3. DATES COVERED (From - To)

15-04-2014

STRATEGY RESEARCH PROJECT
.33
4. TITLE AND SUBTITLE
Touch Points in Emerging Capabilities: Cyber, Space, and Special
Operations

5a. CONTRACT NUMBER
5b. GRANT NUMBER
5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S)

5d. PROJECT NUMBER

Colonel Mark E. Orwat
United States Army

5e. TASK NUMBER
5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

8. PERFORMING ORGANIZATION
REPORT NUMBER

Professor William O. Waddell
Center for Strategic Leadership and Development
9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES)

10. SPONSOR/MONITOR'S ACRONYM(S)

U.S. Army War College, 122 Forbes Avenue, Carlisle, PA 17013

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION / AVAILABILITY STATEMENT

Distribution A: Approved for Public Release. Distribution is Unlimited.
13. SUPPLEMENTARY NOTES

Word Count: 6,727
14. ABSTRACT

A key effort in developing Joint Force 2020 is to “pioneer new ways to combine and employ emergent
capabilities such as cyber, Special Forces, and ISR” and “examine organizational and other force
development changes to better leverage game-changing capabilities.” Individually, the emerging
capabilities are maturing in capability, capacity, and integration into military operations. However,
collectively, the emerging capabilities are not advancing with respect to each other. This strategic research
paper draws from my personal experience working in the three emergent areas and includes a
comprehensive review of visionary concepts such as Joint Force 2020, SOCOM 2020, and LandCyber
2018-2030. Major touch points exist between emerging capabilities in terms of interoperable technology,
organizational integration, and combined effects that will enable self-synchronization among networked
cyber, space, and Special Operations Forces in support of the Joint Force. This research establishes touch
points that allow networked emerging capabilities to achieve decentralized, coordinated action and effects
through the human domain, improving the agility and effectiveness of the Joint Force.
15. SUBJECT TERMS

Asymmetric Capabilities, Cyberspace, Special Operations Forces, Self-Synchronizing Networks
16. SECURITY CLASSIFICATION OF:
a. REPORT

UU

b. ABSTRACT

UU

c. THIS PAGE

UU

17. LIMITATION
OF ABSTRACT

18. NUMBER OF PAGES

33

19a. NAME OF RESPONSIBLE PERSON
19b. TELEPHONE NUMBER (w/ area code)

UU
Standard Form 298 (Rev. 8/98), Prescribed by ANSI Std. Z39.18

USAWC STRATEGY RESEARCH PROJECT

Touch Points in Emerging Capabilities: Cyber, Space, and Special Operations

by

Colonel Mark E. Orwat
United States Army

Professor William O. Waddell
Center for Strategic Leadership and Development
Project Adviser

This manuscript is submitted in partial fulfillment of the requirements of the Master of
Strategic Studies Degree. The U.S. Army War College is accredited by the Commission
on Higher Education of the Middle States Association of Colleges and Schools, 3624
Market Street, Philadelphia, PA 19104, (215) 662-5606. The Commission on Higher
Education is an institutional accrediting agency recognized by the U.S. Secretary of
Education and the Council for Higher Education Accreditation.
The views expressed in this student academic research paper are those of the author
and do not reflect the official policy or position of the Department of the Army,
Department of Defense, or the United States Government.
U.S. Army War College
CARLISLE BARRACKS, PENNSYLVANIA 17013

Abstract
Title:

Touch Points in Emerging Capabilities: Cyber, Space, and Special
Operations

Report Date:

15 April 2014

Page Count:

33

Word Count:

6,727

Key Terms:

Asymmetric Capabilities, Cyberspace, Special Operations Forces,
Self-Synchronizing Networks

Classification:

Unclassified

A key effort in developing Joint Force 2020 is to “pioneer new ways to combine and
employ emergent capabilities such as cyber, Special Forces, and ISR” and “examine
organizational and other force development changes to better leverage game-changing
capabilities.” Individually, the emerging capabilities are maturing in capability, capacity,
and integration into military operations. However, collectively, the emerging capabilities
are not advancing with respect to each other. This strategic research paper draws from
my personal experience working in the three emergent areas and includes a
comprehensive review of visionary concepts such as Joint Force 2020, SOCOM 2020,
and LandCyber 2018-2030. Major touch points exist between emerging capabilities in
terms of interoperable technology, organizational integration, and combined effects that
will enable self-synchronization among networked cyber, space, and Special Operations
Forces in support of the Joint Force. This research establishes touch points that allow
networked emerging capabilities to achieve decentralized, coordinated action and
effects through the human domain, improving the agility and effectiveness of the Joint
Force.

Touch Points in Emerging Capabilities: Cyber, Space, and Special Operations
The Joint Force will also be used differently. Specialized capabilities, once
on the margins, will move to the forefront. Networked special operations,
cyber, and Intelligence, Surveillance, and Reconnaissance (ISR) will
become increasingly central.
—General Martin Dempsey1
By issuing his “18th Chairman’s Strategic Direction to the Joint Force,” the
Chairman, Joint Chiefs of Staff (CJCS), articulated this vision for the Joint Force 2020.
A key effort in developing Joint Force 2020 is to “pioneer new ways to combine and
employ emergent capabilities such as cyber, Special Forces, and ISR” and to “examine
organizational and other force development changes to better leverage game-changing
capabilities.”2 A subset of space-based assets allows for the persistent collection of
information through surveillance and reconnaissance activities and is considered a
challenging component of the ISR infrastructure.3 Individually, the emerging capabilities
of cyber, space, and Special Operations are maturing in capability, capacity, and
integration into a conventional Joint Force that is centered on Land, Sea, and Air
components. However, collectively, the emerging capabilities are not advancing with
respect to each other. Major touch points exist between emerging capabilities in terms
of interoperable technology, organizational integration, and combined effects that will
enable self-synchronization among networked cyber, space, and Special Operations
Forces (SOF) in support of the Joint Force.
The touch points facilitate self-synchronization, a term first used in conjunction
with Network Centric Warfare theory and later extended to the SOF global network
approach. Initially, self-synchronization first described a mode of interaction between
entities that served as “the ultimate in achieving increased tempo and responsiveness”

in Network Centric Warfare.4 The key elements of self-synchronization were “two or
more robustly networked entities, shared awareness, a rule set, and a value-adding
interaction” that enable decentralized action.5 The SOF approach allows the networked
entities to share information, to develop a shared situational awareness, and “to achieve
a degree of self-synchronization” defined as “an understanding of what the other person
in the node brings and how to tap into it.”6 Self-synchronization between the emerging
capabilities will enable decentralized, coordinated action in line with the philosophy of
mission command and result in a more agile, effective Joint Force.7
To most effectively communicate the touch points, this paper begins with an
overview of the United States’ (US) interests and national strategic guidance that has
led to the vision of a Joint Force that harnesses emerging capabilities. Next, the paper
outlines an existing attempt to interrelate the capabilities as related to deterrence
theory. The paper then details the touch points between cyber, space, and SOF. Finally,
the paper highlights the recommendations, risks, and conclusions that derive from the
touch points.
United States Interests and National Strategic Guidance
The United States’ ability to achieve its national interests in furthering economic
prosperity and maintaining a stable international order depends on the unimpeded use
of space and cyberspace as well as the existence of an agile, cost effective military to
“ensure our nation remains immune from coercion.”8,9 To shape the military force, the
President of the United States (POTUS), the Secretary of Defense (SECDEF), and the
CJCS have issued complementary national strategic guidance calling for a future
military with increased reliance on cyber, space, and SOF.
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The President clearly communicated his strategic vision to the senior military
leadership prior to the 2012 Defense Strategic Review.
As we look beyond the wars in Iraq and Afghanistan -- and the end of
long-term nation-building with large military footprints -- we’ll be able to
ensure our security with smaller conventional ground forces. We’ll
continue to get rid of outdated Cold War-era systems so that we can
invest in the capabilities that we need for the future, including intelligence,
surveillance and reconnaissance, counterterrorism, countering weapons of
mass destruction and the ability to operate in environments where
adversaries try to deny us access. 10
Through this speech and subsequent strategic guidance, the President has expressed
his vision for the military’s role in protecting national security. While directing increased
investments in future capabilities, he has charged the Department of Defense (DoD)
with developing “innovative, low-cost, and small-footprint approaches to achieve our
security objectives.”11 These constraints on future military operations affect DoD’s
military capability development and employment in support of national security
objectives.
The Department of Defense recognized the impact that emerging capabilities
such as space, cyber, and SOF have had on recent military operations and has
embraced the President’s vision for the future military. The SECDEF, in a November
2013 keynote address before the Center for Strategic and International Studies’ Global
Security Forum, stated that “the fourth (budget and strategic planning) priority will be
protecting investments in emerging military capabilities -- especially space, cyber,
special operations forces, and intelligence, surveillance and reconnaissance.” 12 The
SECDEF further stated that the emerging capabilities and other non-traditional decisive
technologies will ensure global freedom of access for the Joint Force. The senior
military advisor to POTUS and the SECDEF is shaping the future Joint Force around
3

the related strategic guidance. In his second term guidance, the CJCS reemphasizes
his Joint Force 2020 vision to include the need to “develop, test, and refine concepts for
the future fight” that includes an integrated SOF, ISR and cyber network.13
Finally, the 2014 Quadrennial Defense Review (QDR) reflects the above
strategic guidance by rebalancing the Joint Force so that it “remains modern, capable,
and ready” by protecting “key capability areas.” The areas include cyber, space, ISR,
and Counter Terror and Special Operations.14 The QDR provides the means to allow
DoD to mature the emerging capabilities both individually and collectively. To date, the
only effort attempting to combine the three emerging capabilities is the creation of a
theory in the area of deterrence.
Emerging Capabilities as a Deterrent
The DoD community has only just begun to “pioneer new ways to combine and
employ emergent capabilities such as cyber, Special Forces, and ISR.”15 Currently, the
individual communities responsible for the emerging capabilities remain focused on
maturing the critical technologies, building capacity to support global operations, and
integrating the resources into the Joint Force. A notable exception to the separate
efforts is the thought piece offered by a former NATO Supreme Allied Commander
Europe.
The thought piece suggests combining emerging capabilities into a “New Triad”
for the 21st Century. The “’New Triad’ consists of special operations forces, unmanned
vehicles, and cybercapabilities.”16 Like the cold war strategic triad based on nuclear
weapons, the “New Triad” can serve as a deterrent in future US security operations.
Yet, the “New Triad” will be “far less abstract and hidden-away than the Cold War
strategic triad and much more frequently employed – often in kinetic ways.”17 Although
4

the “New Triad” deterrent model combines emerging capabilities, the capabilities may
be leveraged individually as would the delivery systems for the current strategic nuclear
deterrent triad. The commentary further suggests that the DoD community “create
synergies between the branches of this New Triad” and think about how the various
research and development efforts may be “fused effectively.” 18
“Touch Points of Emerging Capabilities: Cyber, Space, and Special Operations”
does not further this deterrence triad idea, but focuses on ways to combine the
emerging capabilities of cyber, space, and SOF. Currently, these three emerging
capabilities are rapidly maturing in isolation with limited integration across the
capabilities.
Emerging Capability Touch Points
The following touch points illustrate ways in which cyber, space, and SOF
capabilities intersect from the standpoint of interoperable technology, organizational
integration, and combined effects. Specific touch points include the collapse of the
space and cyber domains, operating through the human domain, countering AntiAccess / Aerial Denial, Geographical Combatant Commander theater integration, global
mission integration, establishing a holistic common operating picture, and building an
infrastructure for future mass deployment of robotics. Once fully realized, these touch
points will enable the emerging capabilities to self-synchronize and provide increased
tempo and responsiveness to the Joint Force.
The Collapse of the Space and Cyber Domains
The current cyber domain consists of a physical and virtual network of
communications and sensory equipment. The domain includes terrestrial, maritime, and
aerial networks combined together in a global network. The space domain, with its
5

autonomous collection of networks and sensors, is yet to be fully integrated into this
cyber domain. Technology is driving a merger of the space and cyber domains that will
enable space-based platforms to become standard nodes on the network.
The research community is introducing packet-based technologies into space
platforms that allow a seamless interface with ground-based networks.19 Additionally,
commercial entities are developing communications routers for space that use the
Internet Protocol (IP), also a packet-based network implementation.20 With these
technical advancements, satellites will be able to send and receive command and
control, telemetry, and return data messages without having to convert between
different formats. Future network communications will route to and from the terrestrial
infrastructure and the space communications architecture in a seamless fashion.
To take full advantage of this advancement, satellite platforms related to
communications; precision, navigation and timing (PNT); intelligence; weather; and antisatellite capabilities could be considered nodes and sensors in a global cyber network.
The other space missions such as space exploration and manned flight do not
necessarily have to be incorporated into the cyber domain outside of utilizing the
communications links. These research and development efforts can remain separate
from the cyber domain and can constitute the totality of the activity in the reduced space
domain.
Creating a merged cyber and space network, although exposing space-based
assets to increased cyber risk, will greatly enhance the robustness of the global
network. If partially merged with cyberspace, the space platforms would become targets
of cyber activity and would need enhanced network security features. Space systems
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will add to the vast array of unmanned ISR and communications capabilities available in
the cyber domain by offering the ability to operate in a persistent fashion over denied
areas of the world.21 With a merged cyber and space domain, the cyber and SOF
entities can better leverage the network to influence the human domain.
Operating Through the Human Domain
Cyber, space, and SOF operate within and significantly influence the human
domain. Although a controversial term in military art, the human domain “encompasses
the totality of the physical, cultural, and social environments that influence human
behavior.”22 Capabilities in the three emergent areas are typically applied independently
in attempts to influence the thoughts and actions of different groups of people.
Synchronizing a merged cyber and space network with the existing global SOF network
could bring unity of effort to military activity within the human domain and could ensure
that military operations are planned and executed with a deeper understanding of the
“reacting human populations and the virtual networks those humans use to
communicate.”23
People are highly dependent on cyberspace and satellites for many aspects of
modern life. The economic prosperity of the nation depends on the ability of the
communications, transportation, energy, banking, and finance industries to function in
the cyberspace and space domains.24 The populace relies on these same industries to
subsist, conduct business, and interact socially. The military counts on capabilities in
cyberspace and space to accomplish tasks across the joint warfighting functions of
command and control, intelligence, fires, movement and maneuver, protection, and
sustainment.25 The most recent joint warfighting concepts: Air Sea Battle, Landpower,
LandCyber, and the Joint Operational Access Concept (JOAC) all highlight the
7

dependency of successful military operations on effective action in the cyberspace and
space domains.26,27,28,29 The biggest challenge to military operations in a merged cyber
and space domain is the lack of cyber Intelligence, Surveillance, and Reconnaissance
(ISR).30
The Joint Force “lacks adequate cyberspace-based surveillance and
reconnaissance systems” resulting in an inability to understand the effects of
cyberspace operations on the will of the people.31 The effects of basic information
operations delivery, such as the change of content on an adversary’s web page, is not
fully understood, let alone the effects of full scale offensive cyberspace operations. 32
“Knowing what motivates the people, what incentivizes the people, what mobilizes the
people, what frightens them, and what will undermine their will” gives insight into the
true effects of physical and virtual global engagement.33 SOF has a long history of
effectively understanding the environment and the populace and can help meet the
cyber ISR challenge by envisioning and assessing the effect of a cyberspace or space
activity on the will of the people.
As the most widely known small-footprint military capability, SOF has been
employed worldwide since the three-man Jedburgh teams provided leadership to
French Resistance units in World War II.34 Currently, SOF is serving in 70 countries,
with most missions “supporting U.S. embassies, training foreign forces or strengthening
bonds with allied militaries.”35 Besides this continuous widespread activity related to
steady state operations, the United States Special Operations Command (USSOCOM)
is responsible for the global counterterrorism mission. SOF elements maintain regional,
cultural, and linguistic familiarization that aid in a fuller understanding of a population.
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SOF is considered the “connective tissue between the population and military forces.”36
As such, a future merged cyberspace and space mission force can leverage SOF
expertise and infrastructure to more effectively employ capabilities.
SOF has built an extensive global infrastructure that the cyberspace and space
mission forces could leverage. An emerging initiative in the Special Operations
community is the Global SOF Network. The concept is to “establish a formal framework
in which US special operations forces (SOF), interagency partners and foreign allies join
an alliance that promotes the sharing of intelligence, partner engagement, training and,
if necessary, direct action.”37 SOF has a tight integration with interagency partners
established over the course of the prosecution of the global war on terror. Besides a
network of people, SOF maintains its own robust communications network, funded and
managed internally, which gives SOF the ability to move high-bandwidth ISR feed
around the operational area and back to a comprehensive common operating picture
(COP) at USSOCOM headquarters.38 Rather than building a parallel capability, the
cyberspace and space personnel could work through the SOF infrastructure.
The emerging capabilities can work closer together at the tactical edge, closest
to the populace, to deliver synchronized effects. SOF can take advantage of initiatives
in the space domain such as Operational Responsive Space, smaller tactical satellite
systems such as cubesats, and lighter boosters for expedient launches to gain more
responsive space capability without having to compete for National Space Systems and
overhead collection assets.39 Additionally, SOF and cyber forces can use tactical
devices to access preprocessed information from overhead collection platforms. SOF
continues to rely on satellite-based expeditionary communications systems when

9

deployed around the world. The possibility of space-enabled cyber effects in nonpermissive areas of the world has a lot of potential for SOF and cyber forces. By
developing an independent cyberspace access capability, cyber forces can move cyber
activity and coordination away from national access centers towards the tactical edge
and the people upon which the cyber effect is focused.40 Finally, SOF and cyber forces
can join to conduct close-in cyberspace injects to gain more localized effects. Injects
may include radio frequency actions, thumb drive injects, cell tower jamming, fiber cuts,
and electronic warfare.
Cyber, space, and SOF impact the human domain. By working together at the
tactical edge within the physical and virtual networks of the populace, combined effects
may be better assessed to include the reaction of the people. Shared understanding,
common situational awareness, and self-synchronization add tempo and
responsiveness to the Joint Force.
Countering Anti-Access / Area Denial (Supporting the Joint Operational Access
Concept)
The strengths of an integrated cyber, space, and SOF capability, while enabling
more effective operations in the human domain, are also central to countering Antiaccess / Area Denial (A2/AD). Adversarial nations are focusing on weakening the ability
of the US military to project power around the world into areas deemed critical to the
national interest.41 US power projection capabilities include aircraft carriers, troop ships,
and large transport aircraft along with the cyberspace and space-based command and
control aspects that enable them. Threat weapon development and procurement is
focused on asymmetric capabilities such as over the horizon radar, ballistic missiles,
anti-satellite weapons, submarines, and cyber warfare tools.42
10

To counter the asymmetric A2/AD threat and enable greater freedom of
movement and maneuver to project the Joint Force into a non-permissive area, the US
must rely on comparable asymmetric capabilities. The SECDEF stated “as our potential
adversaries invest in more sophisticated capabilities and seek to frustrate our military's
traditional advantages, including our freedom of action and access … around the world,
it will be important to maintain our decisive technological edge.”43 The JOAC describes
how the Joint Force will counter A2/AD actions by attempting to integrate capabilities
across the various warfighting domains, including cyber and space, and achieving
“cross-domain synergy.”44 The innovative and small-footprint approaches inherent in
cyber, space, and SOF naturally lead to an increased ability for the joint force to operate
within areas of denied access. A cohesive cyber, space, and SOF action can have a
localized, population-sensitive effect on the adversary’s A2/AD system with the added
benefit of a robust return feedback loop for enhanced situational awareness. Achieving
cross-domain synergy to counter A2/AD threats around the world requires the
integration of asymmetric capabilities within the Geographic Combatant Command
(GCC).
Geographical Combatant Commander Theater Integration (Unity of Effort)
The DoD has innovative, small footprint capabilities in cyber, space, and SOF
that can operate through the human domain and counter the anticipated A2/AD threat if
properly synchronized within the GCC. The major challenge facing the GCC is the
integration of the emerging capabilities into a deployable force structure across the
operational phases of the campaign.
The GCCs have an integrated warfighting capability with which to effectively
operate in the geographically defined domains of land, maritime, and air. The
11

Goldwater-Nichols DOD Reorganization Act of 1986 established unity of joint command
and forced the individual services to collaborate in terms of integrated planning, shared
procurement, and joint training.45 As a direct result of the implementation of this Act, the
GCCs are assigned and allocated ground, naval, and air forces that are accustomed to
operating jointly across the full range of military operations. The emerging domains are
not as tightly integrated. The GCCs tend to view cyberspace, space, and SOF
capabilities as platforms from which to project and to command and control
conventional, large footprint ground, sea, and air capabilities. Instead, the GCCs need
to find ways to conduct warfighting operations in the cyber and space domains to
achieve cyber, space and SOF effects that complement the traditional domains.
Further complicating the integration of the emerging capabilities into GCC
planning and execution is a lack of clear authorities. Currently, the GCC staffs have
personnel that can facilitate the integration of the emerging capabilities, but the
corresponding authorities are not clearly established and the joint doctrine facilitating
the integration has yet to be developed. Within the GCC, SOF is represented by the
Theater Special Operations Command (TSOC), the cyber forces by the Joint
Cyberspace Center (JCC), and the space assets by a mission dependent collection of
space operators potentially as large as a Joint Space Element.46 The full integration of
each planning and execution group is limited by complex command relationships that
result in unclear authorities. For example, the TSOC reports directly to USSOCOM and
the JCC reports to the United States Cyber Command (USCYBERCOM). The GCC
does have operational control of all of the elements. To complicate integration further,
since cyberspace effects are not well understood, the GCC must coordinate the use of
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cyberspace capabilities with USCYBERCOM, which in turn deploys the cyber
capabilities for the Joint Force.47
The Cyber Mission Force has elements that are responsible for integrating cyber
planning and coordinating cyber effects. However, the ability to fully integrate with the
GCC is limited by physical separation. Currently, the elements have to be collocated
with national access capabilities, away from the GCC. The JCC provides a small liaison
group, but the cyber operators that actually plan and execute the real cyber effects are
not. Additionally, the co-use of the access platforms forces the cyber elements to restrict
their activities to national priorities at the expense of the GCC priorities. With the
development and procurement of an independent access capability, cyber operators
could be closer to the GCC planning staffs and more responsive to GCC priorities, thus
increasing unity of effort at the GCC.
For total unity of effort at the GCC, a merged cyber and space domain with more
robust, independent capabilities can plan and execute from the Joint Cyber Control
Center (JCCC).48 When conducting operations through the traditional warfighting
domains as well as in the cyber and space domains, GCC planners may find a higher
level of synchronization through a tighter coupling of the TSOC and the JCCC. Forces
operating through the human domain using the SOF established communications
network will forward valuable situational awareness to the GCC common operating
picture (COP).
In terms of doctrine, separate joint publications exist for Special Operations,
Cyberspace Operations, Information Operations, Electronic Warfare, Space Operations,
and Counter Terrorism. A joint publication does not exist for the holistic integration of
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the emerging capabilities across the domains.49 As a result, the GCC’s application of the
emerging concepts towards operational military objectives often lacks an effective level
of synchronization.
With an increase in synchronization across the emerging capabilities, the GCC
may better employ cyber, space, and SOF capabilities during steady state operations
and campaign Phase 0 shaping operations such as multinational exercises, rotational
presence, and advisory capabilities and avoid internal problems leading to escalation.
US persistent forward presence and use of cyber and space sensors could provide
intelligence back to the GCC for phase escalation decisions and staff problem and
environment re-framing. With global military activity, the potential for interagency
discord and de-synchronization is high. SOF has the network and personnel to
effectively work within the interagency.
A tighter integration of the emerging capabilities at the operational level
increases the unity of effort and improves cross-domain and interagency
synchronization during GCC planning and execution. The result is a greater impact
during steady state and early phases of the campaign, more effective ability to
overcome A2/AD and maintain freedom of action, and an increased joint warfighting
capability to the GCC. Self-synchronization at the GCC is also achievable at the
national level.
Global Mission Integration (Unity of Effort)
Integrating the emerging capabilities is also important to the overall unity of effort
at the national level. The challenges and opportunities in integrating cyber, space, and
SOF at the national level derive from many of the touch points at the operational level
and on the tactical edge.
14

SOF has built extensive organizational experience and a robust infrastructure in
the prosecution of its global counterterrorism mission through the human domain.50
Cyber and space missions also tend to be global in nature. SOF emphasizes a global
network of SOF, a worldwide communications network with sufficient capacity to provide
global situational awareness back to USSOCOM headquarters. As discussed earlier,
activity in the cyber and space domains must integrate with SOF in the application and
understanding of the totality of the effects in the human domain at the national level. A
merged cyber and space capability could leverage the SOF global communications
network to deliver its effects. A national common operating picture (COP), using the
current robust SOF COP as a base, could be augmented with cyber and space
information and activities in order to present a more holistic picture of global effects of
the emerging capabilities. Including the portions of the Cyber Mission Force that are
focused on protecting our nation’s critical infrastructure into the COP will yield an even
more complete picture. The same exact COP may be fed to various commands (e.g.,
GCCs, USCYBERCOM, USSOCOM) and national decision makers so as to enable
shared situational understanding and synchronized effects.
SOF has purposefully built a strong presence within the National Capital Region
(NCR) in order to look after SOF equities. The physical proximity to national level
decision makers in both the government and the interagency allows for tighter
synchronization and mission effectiveness.51 The result is a better understanding of the
national importance and the global effects of the SOF mission. SOF remains funded at
a high level and benefits from its own Major Funding Program (MFP) line, MFP-11.52
MFP-11 is designed to fund acquisitions that are SOF-specific for use in the global war
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on terror. The merged cyber and space activity should leverage the SOF political
infrastructure in the NCR in order to assist in its strategic messaging with national
decision makers and the protection of investments into the emerging capabilities. The
importance of a shared global situational awareness cannot be understated and is
directly enabled by an integrated COP.
Establishing a Holistic Common Operating Picture
When using the emerging capabilities in a decentralized fashion in the human
domain, an integrated COP is essential to achieving synchronized effects. Localized
operations, in line with the mission command approach of Joint Force 2020, require a
shared understanding of the action and the effects on the population.53 A COP may
yield different views depending upon the level of command, from a national perspective
down to the tactical edge. The COP could inject interagency data to ensure unity of
effort across the organizations. Cyber, space, and SOF tend to have local effects, and
looking at the three activities holistically will achieve critical self-synchronization.
Although the USSOCOM COP is a very robust system, the technology behind the COP
has to be improved in order for the rest of the emerging capabilities to be able to
leverage the infrastructure.
A COP that includes feed from cyberspace, space, SOF, and interagency
activities has to be very sophisticated given the infusion of technology that delivers
ubiquitous sensor data, high volumes of information and intelligence, and extensive
communications. A single, commander-focused COP platform must be able to cross
multiple security classification domains in order to allow for information sharing.
Additionally, the COP platforms have to be able to ingest the entirety of the intelligence
collections and communications systems present on a global scale. The Joint Vision
16

2020 unequivocally states the proliferation of information technology will make
“information superiority a key enabler of the transformation of the operational capability
of the joint force and the evolution of joint command and control.”54 A single COP will
ensure that the commanders have as complete a picture as possible prior to making the
difficult decisions. The final touch point in the emerging capabilities is the deployment of
robotic capabilities.
Building an Infrastructure for the Future Mass Deployment of Robotics
The final touch point where the integration of the emerging capabilities has
considerable promise is the deployment and control of unmanned military forces. This
touch point is futuristic with a heavy reliance on developing technology. Currently,
robotic technologies are pervasive in the joint operational area including unmanned
aerial vehicles and submersibles, unmanned light ground combat vehicles, cave
explorers, and smaller satellites. A significant challenge with military robots is
“coordinating and controlling all the different unmanned systems in the incredibly
complex environment of battle.”55 The Joint Force could heavily leverage all three of the
emerging capabilities in the development of the infrastructure to allow the successful
deployment of mass robotics.
Small footprint SOF teams with cyberspace and space expertise could provide
command and control and report back accurate assessments of the effects of military
operations to the COP. The polarizing nature of artificial intelligence and robotics makes
it important to understand not only “the effects on the field of battle, but also among the
broader populace.”56 SOF can assist in providing human context and populace reaction
to deployed robots. SOF is comfortable operating in hostile areas while leveraging
advanced technology and can bring that same expertise to the deployment of
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unmanned units. Mass deployments of robots will require communications on the move
and highly networked, coordinated nodes. Cyberspace capabilities will be essential to
protect and command and control the robots. Space will enable satellite controlled
autonomous systems over non-permissive areas with a persistent presence.
Although years away in development, the successful mass deployment of
robotics will necessitate tightly integrated cyber, space, and SOF capabilities. A selfsynchronized network of emerging capabilities will ensure that unmanned capabilities
are fully responsive to the Joint Force.
Recommendations
Several recommendations result from the identified touch points that will enable
future self-synchronization among networked cyber, space, and SOF.
Once the technology is ready, DoD must merge the cyber domain with the
unmanned portion of the space domain in order to provide an integrated infrastructure
and coordinated effects. When considering space platforms as nodes on the network,
DoD must ensure that the assets are connected through a secure network in order to
prevent successful cyber attacks on the critical US satellite constellations.
DoD must integrate the merged cyber and space capabilities with SOF in order to
provide unity of effort at the tactical edge. The small, agile, technical teams can conduct
decentralized activity against asymmetric adversaries. The integrated emergent
capability can better operate through the human domain and more effectively apply
cyber, space, and SOF effects on the populous. Cyber ISR and situational awareness of
the decentralized operations and coordinated effects will improve dramatically.
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The merged cyber and space capability must be allowed to leverage the robust
SOF worldwide communications network. Despite the difference in classification levels
and compartments, using the same network will have a self-synchronizing effect.
The cyber, space, and SOF planning and execution entities within the GCC must
have a tighter integration when planning steady state and early phases of a campaign.
The TSOC and JCCC must synchronize activity within the GCC and ensure that the
combined effects are clear. DoD must publish joint doctrine related to the integration of
cyber, space, and SOF activities.
The cyberspace and space communities must leverage the existing SOF national
level infrastructure. The SOF presence within the NCR will enable the communities to
better communicate the portfolio of emerging capabilities and the resulting population
effects to national decision makers. A merged funding line such as Major Force
Program 11 can assist in meeting funding shortfalls in the employment of emerging
capabilities. The SOF infrastructure that provides a worldwide COP must be used to
ingest cyberspace and space events and effects in order to enhance the shared
understanding at all levels of joint operations.
Lastly, the science and technology community must continue its pursuit of both
cyberspace access platforms and robotics technology as future sources of Joint Force
capability. The research and development should consider the small-footprint, secure
command and control of mass deployments of unmanned capability in a non-permissive
environment.
When implemented in total, the recommendations will stitch together
interoperable technologies, organizational integration, and combined effects that will
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enable self-synchronization among networked cyber, space, and SOF. Several risks
impede the possible realization of these recommendations.
Risks
Several challenges impede the complete synchronization of the cyber, space,
and SOF capabilities.
The cyber domain is rapidly maturing in terms of capabilities and effects. The
continual change in this domain could serve to desynchronize integration efforts.
Authorities and permissions to execute cyberspace operations are still at the National
Command Authority level per Presidential Policy Directive 20, which inhibits
decentralized actions.57
The cyber, space, and SOF communities have different cultures that may hinder
integration. For example, SOF has a culture of decentralized combat operations with a
focus in the human domain, cyber forces focus on computer networks, and the satellite
community is tightly connected to the US Air Force.
All three emerging capabilities do not have the capacity to accommodate the
worldwide mission. There are not enough of the specialized elements in existence to
fully integrate at the national level, operational level, and tactical edge.
Information classification levels and compartments exist to prevent the loss of
intelligence sources within all three emerging communities. The same security
measures will hinder synchronized operations.
In the current fiscally informed environment, national decision makers may see
the additional infrastructure required to integrate the emerging capabilities as overly
expensive. The Global SOF Network and the cyberspace access capability could be
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seen as a redundant even though they are both critical to integrating Joint Force effects
in the human domain.
An enhanced common operating picture that incorporates cyber, space and SOF
data at all levels of military operations may increase the tendency for high-level
oversight. The result will be more centralized control of local populous effects, which is
counter to the current Joint Force philosophy of mission command.
Lastly, the public debate over robotics and unmanned military operations in terms
of ethics and true effects on the will of the people may slow the deployment of mass
robotic formations during Joint Force operations.
Conclusions
US military power today is unsurpassed on the land and sea and in the air,
space, and cyberspace. The individual Services have evolved capabilities
and competencies to maximize their effectiveness in their respective
domains. Even more important, the ability to integrate these diverse
capabilities into a joint whole is greater than the sum of the Service parts
is an unassailable American strategic advantage.58
National level strategic guidance specifically directs the integration of emerging
capabilities in order to “better leverage game-changing capabilities.”59 Major touch
points exist between emerging capabilities in terms of interoperable technology,
organizational integration, and combined effects that will enable self-synchronization
among networked cyber, space, and Special Operations Forces in support of the Joint
Force. Specific touch points include the collapse of the space and cyber domains,
operating through the human domain, countering Anti-Access / Aerial Denial,
Geographical Combatant Commander theater integration, global mission integration,
establishing a holistic common operating picture, and building an infrastructure for
future mass deployment of robotics.
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Fully developing the specified touch points will enable the network of emerging
capabilities to self-synchronize, to provide enhanced effects through the human domain,
and to offer increased tempo and responsiveness to the Joint Force. Even in the current
fiscally informed environment, DoD must build a self-synchronized network of emerging
capabilities to sustain the “unassailable American strategic advantage” and keep the
United States free from coercion.60
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